Control Engineering Practice 156 (2025) 106192

journal homepage: www.elsevier.com/locate/conengprac

Contents lists available at ScienceDirect

Control
Engineering
Practice

Control Engineering Practice

Check for

Enhancing safety in autonomous vehicles using zonotopic LPV-EKF for fault [
detection and isolation in state estimation

Carlos Conejo ™%, Vicen¢ Puig »", Bernardo Morcego °, Francisco Navas ¢, Vicente Milanés ¢

a Institut de Robotica i Informatica Industrial (CSIC-UPC), Barcelona, Spain

b Automatic Control Group (CS2AC-UPC), Terrassa, Spain

¢ Renault Group, Valladolid, Spain

ARTICLE INFO

Keywords:

Autonomous vehicles

Safety

Fault detection and isolation
Kalman filters

Linear-parameter varying systems

ABSTRACT

In this paper, a solution is presented to address the sensor fault detection and isolation (FDI) problem in state
estimation for autonomous vehicles (AVs). The primary impetus for autonomous driving lies in its potential
to ensure vehicle safety, a goal that requires an accurate determination of location, heading, and speed.
Although sensors can directly obtain these measurements, they are often affected by noise and disturbances
with unknown but bounded (UBB) distributions. To mitigate these effects, state estimation techniques are
commonly employed, leveraging sensor fusion. This work aims to design an FDI methodology that continuously
evaluates the accuracy of the state estimation algorithm in an AV. In order to achieve this goal, various
observation techniques for robust FDI are compared, including a novel approach of EKF formulated within
the LPV framework, named LPV-EKF. A zonotopic LPV-EKF observer is implemented to perform FDI on both
state estimation inputs and outputs, considering an UBB noise distribution. The proposed methodology for
the identification of anomalies is optimised to minimise the detection time in real world scenarios. The
experimental results for FDI, collected from an autonomous Renault Zoe (SAE Level 3), are analysed and

discussed.

1. Introduction
1.1. Motivation

Within the domain of transportation technology, the primary ob-
jective of autonomous driving is to enhance road safety. This goal is
based on the potential of autonomous vehicles (AVs) to significantly
reduce human error, which is the leading cause of road accidents. In
this research, the issue of safety is approached through the lens of
state estimation, as it presents a critical aspect in the operation of
self-driving cars. The importance of robust observation is highlighted
by its ability to correct unknown but bounded (UBB) sensor noises
and disturbances and to detect possible device anomalies, which could
generate dangerous scenarios for the car.

This study involves the acquisition of noisy raw data from sensors in
a real-world vehicle, an autonomous Renault Zoe, presented in Fig. 1.
The instrumentation used on the platform includes a Global Navigation
Satellite System with Real-Time Kinematic correction (GNSS+RTK) and
wheel odometers, which are connected to the speedometer. These

devices measure position and velocity, respectively. Detecting anoma-
lies in both sensors can be challenging, especially since their data
acquisition frequencies are consistent.

The initial stage of this research focuses on sensor fault detection,
acknowledging that malfunctioning sensors can yield measurements
that deviate from real-world conditions. These conditions can be ver-
ified using other reliable sensors and are additionally characterised
by a mathematical model. Isolation of a detected faulty sensor is
necessary to halt the propagation of inaccuracies within the vehicle’s
state observation software.

The latter part of this FDI study is dedicated to confirming that
the estimated states fall within the rational region derived from the
measurements. To this end, the output of the autonomous car state es-
timation module is compared with the data collected from the sensors.

In the self-driving Renault Zoe, the state estimation module is
already included in conjunction with other software modules that
facilitate autonomous driving. The FDI method is designed to work
independently to reduce its impact on the current software architecture.
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Fig. 1. Real testing platform, based on an autonomous Renault Zoe. Image taken during
experimentation in the Renault facilities in Spain. The presence of a safety driver is
required to avoid unexpected behaviours in the car that could endanger the surrounding
environment.

1.2. Related work

State estimation and observation. The study of the literature on
state estimation for autonomous driving is conducted to identify the
most suitable techniques for the application of FDI.

Extended Kalman Filters (EKF) (Kelly, 1994; Khitwongwattana &
Maneewarn, 2008; Rigatos & Tzafestas, 2007) are the non-linear ex-
tension of the original Kalman Filters (KF) developed for the Apollo
mission (Kalman, 1960). They emerged as a prevalent approach for
observation in mobile robots during the transition from the late 20th
century to the early 21st century. However, their primary constraints
are stability, which is only assured around the point of linearisation,
and the consideration of measurement acquisition with a Gaussian
noise distribution.

Zonotopic Kalman Filters (ZKF) (Combastel, 2015b; Eyang et al.,
2017; Orihuela et al., 2022), alternatively, were designed to han-
dle and maintain UBB uncertainties. Consequently, this technique can
provide robust performance under a wider range of conditions with
non-Gaussian system noises and disturbances. ZKF delivers interval
predictions of the system states, offering a more holistic insight into
the system’s dynamics. The cited articles did not take into account the
FDI problem, which is essential in the safety study.

Contemporary techniques, such as Linear Parameter-Varying (LPV)
models (Mohammadpour & Scherer, 2012), have addressed the stability
issue previously associated with the EKF. Thus, this paper explores the
application of LPV in the realm of autonomous driving.

The fusion of the LPV and ZKF techniques (Alcala et al., 2018;
Bara et al., 2000; Facerias et al., 2022; Vial & Puig, 2022) has been
effectively applied to the estimation of the state of AVs. Using the
Linear Matrix Inequality (LMI) approach, as described in Gahinet and
Apkarian (1994), the Kalman gain is optimally resolved offline. Subse-
quently, the most recent measurements were processed online through
a polytopic interpolation. Nevertheless, the mentioned articles that
combine LPV with ZKF do not address the issue of FDI and mostly
employ LiDAR to obtain a greater accuracy in localisation.

In the Renault Zoe, different sensors are used to acquire informa-
tion about the surroundings. As this information is received from the
devices at different rates, approaches such as dual-rate observation are
considered, as faced in Nguyen et al. (2014) and Ryu et al. (2002).

To reduce complexity and facilitate extrapolation to other mobile
robots, state estimation studies are considered using only a set of GNSS,
IMU and a speedometer (Bevly et al., 2000; Leung et al., 2011). The
mentioned sensors typically represent the minimum set of measuring
devices required to estimate the system states.

Fault detection and isolation. FDI is the key concept in this
investigation. For this reason, the latest related articles and the most
used techniques have been considered.
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In recent years, there has been a growing trend of merging FDI
strategies with Neural Networks to enhance sensor fault identification
(Min et al., 2023; Safavi et al., 2021), boasting high levels of accu-
racy. In contrast, the research deviates from leveraging deep learning
techniques due to their interpretability challenges, vulnerability to
alterations in input data, and the necessity of high computation power.
Instead, mathematical models are preferred for fault identification.

Beyond their application in state estimation and thanks to the
state region generated, set-based observation algorithms
can also be utilised to implement fault detection strategies (Combastel,
2003, 2015a; Combastel & Zolghadri, 2018; Scott et al., 2016; Tornil-
Sin et al.,, 2012; Wang & Puig, 2016; Wang et al., 2018). However,
all of the aforementioned studies have been evaluated in simulated
environments and have not yet been applied in the context of AVs.

In recent decades, the structure of a bank of observers has been
utilised to isolate faults and estimate redundancy (Ichalal et al., 2009;
Marx et al.,, 2007; Wang et al., 2007). This approach operates by
utilising several observers running in parallel. Anomalies are detected
when discrepancies arise in the data processed by these individual
observers.

Pioneering work in FDI for state estimation, as referenced in
Combastel and Zolghadri (2018) and Ifqir et al. (2022) has demon-
strated encouraging results in the management of noise signals or
disturbances using Zonotopic Kalman Filters (ZKF). However, a notable
limitation in the first research is that the observer design is based
on a Linear Time-Varying (LTV) model for robots, while vehicles
are typically described as non-linear systems due to their behaviour
complexity. In the second study, the FDI methodology is specifically
designed for civil aviation.

Ultimately, the bank of ZKF (Ifqir et al., 2021; Pérez-Pérez et al.,
2023; Wang et al., 2019) combines the benefits of both techniques.
However, its design is geared towards other applications such as energy
or aeronautics. Furthermore, the results are based only on simulation.

In this work, the integration of ZKF and LPV model formulation is
undertaken with the aim of establishing a robust platform for FDI in
state estimation for AVs.

1.3. Contributions

The focus of this research is on developing a FDI approach for the
AV state estimation module, which aims to facilitate the upgrade of the
Renault Zoe’s automation level to SAE Level 4. The contributions of this
study include:

» Reformulation of the classical EKF state estimation technique
using the LPV framework: LPV-EKF.

+ Development of a two-phase FDI method, based on zonotopic ob-
servation, for identifying faults in the state estimation algorithm:

1. Designing a methodology to detect anomalies in the inputs,
specifically in the speedometer and GNSS.

2. Developing a procedure to identify anomalies in the state
estimation calculation or in other participant sensors of the
estimation process.

- Evaluation of the FDI method in a Renault Zoe.

The method proposed in this study characterises vehicle non-
linearities using the LPV approach. Moreover, sensor information is
post-processed for FDI via zonotopic observation to consider UBB
noises and disturbances, and to facilitate anomaly detection with the
zonotope boundaries. The centre of the zonotope is calculated with
the novel LPV-EKF technique, and the generators are obtained from
experimentation. All FDI validations are performed on a real-world
platform, which enhances the practical applicability of the findings.

This article is organised as follows. Section 2 presents the Renault
Zoe with the representative LPV model that describes its behaviour and
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Fig. 2. Vehicle bicycle model. R and F respectively represent the rear and front wheels,
while G denotes the vehicle’s centre of gravity.

Table 1
Renault Zoe system’s main parameters for mathematical modelling.
Parameter Description
Ly, Ly Distance from G to the rear and front axles
Cy, Cp Rear and front tyres cornering stiffness coefficient
m, I, Vehicle mass and moment of inertia in z axis
K, 7 Longitudinal control first-order transfer function parameters

the measurement devices used for FDI; Section 3 describes different
observation techniques, including the novel LPV-EKF, followed by the
proposal of the FDI methodology; Section 4 presents the results on
the simulator and the real platform; finally, Section 6 explains the
conclusions of the study.

2. Problem statement
2.1. Vehicle model formulation

In this section, the model is introduced, which approximates the
vehicle’s non-linear behaviour in response to applied inputs. Conse-
quently, the equations are used to forecast the state of the vehicle,
derived from the current state and control commands, as x;,; = f(xj, u;).

Variations in the states, %, are conditioned by the model used, while
the inputs, u, anchored to the actuators of the system, are invariant
across all models. Within the current framework, the model adopts the
steering angle, &, and the reference speed, v, as input vector

u= [5 Uref]T 1)

The bicycle model of vehicle dynamics, presented in Fig. 2, has been
adopted given its prevalent usage as an approximation for four-wheeled
mobile robots. As elaborated in Rajamani (2012), it simplifies the
representation of a four-wheeled vehicle by assuming only two wheels,
one at the front and the other at the rear of the car. Additionally,
depending on the requisite accuracy and computational time, kinematic
or dynamic approaches can be implemented with the bicycle model.

To complement vehicle representation, Table 1 specifies and de-
scribes the parameters for the Renault Zoe testing car.

The kinematic bicycle model omits consideration of vehicle forces.
Modelisation is built directly from the vehicle geometry, assuming
that the rear and front tyres never slip. Therefore, it presents certain
limitations. For example, at speeds exceeding 5 m/s, the kinematic ap-
proach deviates significantly from real-world conditions, as mentioned
in Rajamani (2012).

The dynamic bicycle model, unlike the kinematic one, is directly
derived from a longitudinal and lateral vehicle force balance, extracted
from Fig. 2. Consequently, this model achieves higher accuracy com-
pared to the actual behaviour of the car. The equations of the dynamic
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bicycle model, which characterise the non-linear motion of the car, are:

X vy - cos(9) — v, - sin()
Y vy - sin(0) + vy, - cos(6)
savn = | 0 |= G @
" Oy 7 (K - Ugef = ) ’
oy, (pr -005(5)+FyR)/m—w-Ux
ol |(F,, - Lg-cos@d) - F,, - Lp)/1,

where x is the state vector that describes the behaviour of the system
contains: longitudinal position, X, lateral position, Y, yaw with respect
to the East, 6, longitudinal velocity, v,, lateral velocity, v,, and angular
speed, w. The rear and lateral tyre forces, F, and F, , are obtained
from the tyre cornering stiffness of the front and rear wheels, as

follows:

F, =—Cp-ap, F

Vr v = ~Cr g (3

Beyond the non-linear model, and with the intent of simplification
without relying on linearisation, the non-linear embedding technique
is employed, leading to the LPV state-space model of Eq. (4).

x=A(p)-x+B(p)-u (C))

In order to derive an embedded LPV model from non-linear equa-
tions, the set of parameters governing the system’s behaviour is iden-
tified as p. These variables are embedded into the model, enabling a
reformulation that preserves non-linear dynamics without linearisation
at specific points. This results in an LPV model with dynamics that
adapt to different conditions through these scheduling parameters,
simplifying analysis and control while maintaining accuracy across a
range of scenarios.

The motion of the car is directly obtained from a vector of states and
inputs. Additionally, Eq. (5) represents the slip angles on the front and
rear wheels, using the arctangent approximation for the LPV modelling.
Slip angles are calculated as the arc between the rear or front wheel
and their speeds vy and vg. The LPV requires linearity on parameter
variations and, for this reason, the arctangent approximation from the
Taylor series expansion is applied: tan~!(x) ~ x.
ap = tan"! <vy+w~LF> s vy+w-Lp s

v, v

X
(5)
I <Uy—w-LR> vy—w-Lg
ap = tan " ~
X

Uy

A computationally faster and simpler approximation is generated
using the LPV technique, described by the dynamic scheduling param-
eters. These parameters represent the minimum set of states and inputs
required to describe the LPV state-space matrices.

pam=10 & v ©)

The state and input matrices, A(p) and B(p), which represent the
motion of the vehicle with LPV formulation, are shown in Eq. (7). This
LPV approximation is based on the dynamic bicycle model of Eq. (2).

0 0 0 Ay A 0 0 0
0 0 0 Ay Ay 0 0 0
0 0 O 0 0 1 0 0
A(p) = B(p) =
@®=16 0 0 -1i/r 0o o BPT| o ks 2
0O 0 O 0 Ass  Asg Bs, 0
0o 0 O 0 Ags  Agg Bg; 0
Ay =cos(0), Aj5=-—sin0), Ay =sind), A,s=-cos(h)
Cp - cos(6) + C Cr-Lgr—Cp - Lg-cos(d)
Ass=——— 56 = — Uy
m- v, m- v,
A _ Cr-Lg—Cp - L -cos(3) B Cg- L% +Cp - cos(8) - L%
65 = I, o, > 66 = I. o,
Cp - sin(6) Cr - cos(d) Cp - Lg - cos(6)
By =——-, 51— 61 = — 1
m m I

z
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Table 2

State errors between dynamic bicycle model’s LPV approach and real scenario with
Renault Zoe at 50 Hz. Standard deviations and maximums for the errors are presented
for each state.

State error e c(e) max(e)
pos [m] 21073 9.1073
0 [rad] 1-1073 5.1073
v, [m/s] 1-1073 81073

The precision of the dynamic LPV model has been evaluated within
a real-world context through trials conducted with the Renault Zoe. Sets
of control inputs have been introduced in parallel at 50 Hz into the
vehicle and the dynamic LPV model to assess the deviation between
reality and the approximation. The results illustrating their deviations
are detailed in Table 2. It is important to note that the data on ground
truth states are unattainable due to the inherent noise present in the
sensors. Lateral speed and yaw rate errors are not computed due to the
measurement’s low precision.

2.2. Sensors

The autonomous car used to evaluate the methodology is equipped
with an assortment of measuring devices: GNSS, wheel odometers, and
LiDAR. However, additional sensors, such as cameras and ultrasonic
detectors, are installed in the car but are not available for autonomous
driving operation.

While the testing platform sets the specific conditions for the prob-
lem, the goal is to broaden the application of the FDI method to en-
compass similar vehicles. Consequently, careful consideration is given
to the most scalable and transferable approach. Considering the safety-
focused nature of FDI, the aim is to identify the least complex sensor
combination that would be readily available in most scenarios.

The applicability of LiDAR in the FDI process is subject to debate,
as not all AVs employ this sensor due to its substantial cost. The main
advantage is its ability to produce high-resolution 3D maps and localise
them accurately on these maps. However, the reduced performance of
LiDAR under adverse weather conditions and the complexity of its data
processing associated with its use has led to the exclusion of this sensor
from the state estimation process.

Hence, GNSS is used in conjunction with wheel odometers to iden-
tify faults in state estimation. This combination occurs commonly in
mobile robots. This arrangement is usually used in data fusion for
observation algorithms, leading to precise identification of the vehicle’s
location and velocity.

2.2.1. Global positioning system

This sensor facilitates the measurement of the car’s localisation
properties. In conjunction with a gyroscope, it also measures the head-
ing and yaw rate.

The GNSS fitted to the vehicle comes with real-time kinematic
(RTK) and inertial measurement unit (IMU) correction capabilities.
These two optimise the potential to secure localisation information with
centimetre-level accuracy under optimal conditions at a rate of 50 Hz.

However, the precision of the GNSS could suffer a significant reduc-
tion in certain circumstances. All possible scenarios for the GNSS sensor
are classified into four different groups.

1. RTK On: Global Positioning System working in nominal and
optimal conditions.

2. RTK Off: Indicates the infeasibility of RTK corrections, leading
to reduced latitude and longitude accuracy due to several fac-
tors. One common cause is internet disconnection, essential for
RTK’s continuous network reliance. Another is communication
perturbations between GNSS and satellites, often due to adverse
weather or obstructions, such as roof-covered roads. While not
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Table 3
GNSS+RTK sensor standard deviation specifications. Extracted from the sensor
datasheet and collected data.

Scenario Position [m] Yaw [deg]
RTK On 0.05 0.09
RTK Off 1.7 0.09
Antenna Failure 50 2.24

classified as a fault — as GNSS signals shift to this mode - it re-
mains a scenario for analysis, especially since not all self-driving
car localisation systems incorporate RTK corrections.

3. Antenna Failure: Generally attributed to hardware complica-
tions, including wiring irregularities, this issue leads to com-
promised accuracy in both the positioning and orientation data.
As in the RTK Off case, and for the same reason, this is not
categorised as a fault. Given the present circumstances, the
accuracy of the measurements is insufficient for reliable anomaly
detection. Consequently, the vehicle is stopped immediately af-
ter reaching the specified GNSS status, completely bypassing the
FDI process.

4. Ethernet Failure: This issue may also arise due to wiring ir-
regularities, leading to the disruption of both positioning and
orientation signals. Empirical testing has shown that the out-
come of this situation is the continuous acquisition of static
information. Differentiating between an anomaly and a stopped
vehicle becomes challenging in such cases. Therefore, this sce-
nario is classified as a fault and is subject to analysis in this
article.

In all but the final scenario described, the information necessary for
detecting the state can be sourced from real-time updates of the GNSS
status. Different accuracies are indicated depending on the scenario
in Table 3. These table values are extracted from a combination of
the GNSS sensor datasheet and empirical tests performed by injecting
disturbances.

GNSS measurements, ygnss, are shown in Eq. (8). On the basis
of experimental findings, the yaw rate is omitted because of its high
inherent noise.

y 0 (8

T
Yonss = [X ]
2.2.2. Speedometer

Fixed to the front wheels of the vehicle, these sensors measure the
number of revolutions per second, allowing a direct calculation of the
longitudinal velocity by considering the wheel radius, as in Eq. (9).
The speedometer measurements, are derived from these specific
sensors at a rate of 100 Hz.

yspeed ’

Yspeed = [Ux] 9

Analogously to the GNSS, potential anomalies within the speedome-
ter are also subject to investigation. In this case, the speed sensor
does not give information about changes, and, for this reason, the two
possible nonnominal scenarios are categorised as a fault. Both scenarios
taken into consideration are:

1. Skidding or slipping of the wheel: During both instances, the
odometer measurements may deviate from direct alignment with
the vehicle’s motion equations. This discrepancy arises because
of the loss of traction or instability in the wheel’s contact with
the road surface, affecting the accuracy of the speed measure-
ments. Real tests are not performed under these conditions due
to safety reasons.

2. Speedometer disconnection: Occurs when there are hardware
wiring issues, similar to GNSS disconnection. The consequence
is the loss of new speed data, which affects the accuracy of the
vehicle’s state estimation.
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Fig. 3. Block diagram of the FDI proposed methodology. It details how the safety FDI for state estimation is connected to the vehicle sensors and the existing software pipeline.

3. Method

In this section, the FDI methodology for state estimation is detailed.
Its structure is presented in Fig. 3.

The first part of the method focuses on the state observers’ design,
which plays a key role in FDI, because virtual measurements are
obtained from available noisy sensors. Advanced methods, specifically
the EKF and LPV Polytopic Observers (LPV-PKF), are explained and
compared with the novel Linear Parameter Varying KF (LPV-EKF)
technique. Additionally, the process for formulating the covariance
matrices, Q and R, fundamental across all state estimation techniques,
is exposed in this section. The zonotopic observation technique is also
explained due to its advantages in handling noise in the measurements.

Afterwards, in the second subsection, the FDI approaches for the
vehicle’s state estimation are detailed. These approaches are divided
into two phases: Sensor FDI and Estimated State FDI. The first phase
focuses on detecting faults in the data received by the state estimation
module, whereas the second phase ensures the accuracy of the vehicle’s
estimated states.

3.1. State estimation

In this section, the design of the observers used for FDI in state
estimation is studied. These observers allow the addition of virtual
sensors to the existing platform, thereby increasing the available in-
formation. This enhancement helps determining the safety of the car
state estimation.

First, a decision about how many observers to use is required. Since
the position observation derived from the speedometer results from in-
tegration, and the estimation error accumulates over time, the decision
is to exclude the implementation of an observer that only depends on
the speedometer. Consequently, a single observer is designed to source
the information from the GNSS. Using the dynamic vehicle model of
Section 2.1, this GNSS observer (Obsgyss) functions as a virtual speed
sensor. The combination of information from both the speedometer and
the GNSS sensors for the observation would not allow the identification
of the source of the anomaly. In such a case, both sensors should be
considered critical and no degradation modes would be permitted.

The process of state estimation mainly involves two steps: forecast-
ing the state from the vehicle model and refining this prediction using
the measurement to achieve a precise estimate.

Firstly, in the prediction step, the actual state is projected using the
current control command using vehicle model non-linear equations

X(k + 1) = f&(k), u(k)) 10)

Secondly, the update step refines the predicted state using sensor
data, y(k), which comes directly from the GNSS sensor, and the observer
gain, K(k), as follows

X(k+ 1) =%k + 1) + K(k) - (y(k) — H - %(k)) (11D

The gain of the observer serves as a determinant that balances the
significance between the prediction and the current measurement. In
this context, K(k) is instrumental in the mediation between theoretical
prediction and empirical observation, leveraging the inherent uncer-
tainties in both. Concurrently, the observation matrix is represented
by H, which plays an important role in correlating the observed GNSS
measurements to the states of the system, as y(k) = H - X(k).

Within this algorithm, the importance of the model covariance
matrix, Q, and the sensor noise covariance matrix, R, is pivotal. They
represent fundamental components in the formulation and accurate
implementation of the KF, allowing it to manage uncertainties and
deliver reliable estimates.

The model covariance matrix, presented in Eq. (12), is empirically
determined to represent the precision of the model relative to the actual
vehicle. This matrix is derived by squaring the standard deviations
listed in Table 2 and then translating these values into SI units. The
variances in v, and w are experimentally fine-tuned based on the results
of the Obsgyss-

Q=10"° diag(]4 4 1 1 4 1] 12)

The sensor noise covariance matrix is based on GNSS accuracy. The
foundational components of this matrix are depicted in Eq. (13). These
are determined by squaring the accuracy of the GNSS (see Table 3) with
conversions to SI units.

R=107-diag([25 2.5 0.17)) 13)
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Table 4

Renault Zoe LPV parameters range for the LPV-PKF.
Parameter Description Min. Max.
0 [rad] Yaw, vehicle’s heading 0 T
& [rad] Wheel angle -0.59 0.59
v, [m/s] Longitudinal speed 0.01 11.1

In the proposed method, the performance variation is evaluated be-
tween determining the observer gain, K(k), from interpolation using the
polytopic approach (offline) and from the calculation of the real-time
error covariance (online).

3.1.1. Offline Kalman gain calculation

The polytopic strategy to implement KF involves identifying a series
of Kalman gains, each corresponding to a vertex of the polytope. This
polytope emerges from the surface included in the constraint limits of
the LPV scheduling parameters outlined in Eq. (6). The constraints of
the actual platform parameters are presented in Table 4.

Each vertex of the polytope i € {I,...,2Y} with N parameters,
obtains its optimal gain, K;, using the linear matrix inequality (LMI)
approach. This method relies on the Lyapunov conditions to resolve
the intricate convex optimisation problem offline, as demonstrated in
Egs. (14)-(15). MATLAB solver SeDuMi (Labit et al., 2002) finds the
optimal solution for the LMI discrete problem (Ostertag, 2011).

I
b= [ 10 an
-Y (Y-WH¢, YQI W,
_| " (Y-WTIHT) -Y 0 0
H; = QY 0 -1 o |50 as)
wr 0 0 -R!

LMI optimisation variables consist of y, Y and W,. Additionally,
H corresponds to the observation matrix, while Q and R have been
defined in Egs. (12)-(13). Lastly, ¢, refers to the discretised state matrix
of the LPV system at the vertex i of the polytope, calculated as shown
in Eq. (23).

The observer gain matrix is derived for each vertex of the polytope
using the optimised variables

K, =Y"' W, 16)

A set of gain matrices is obtained, K;, through the LMI solver, which
requires online interpolation to determine the gain, K(k), at the instant
k for Eq. (11).

The interpolation procedure is based on the standard LPV polytopic
interpolation of the scheduling parameters in iteration k, p(k) based
on their vertex i bounds (Bernal et al.,, 2022). The weight assigned
to vertex i in step k, u;(k), is determined by the proximity of each
parameter to vertex i, 7, (k); the closer it is, the higher the weight
associated with this vertex, with y;(k) € [0, 1]. Its calculation accounts
for j € {1,..., N}, where N is the total number of parameters in p. The
calculation is detailed in Egs. (17) and (18).

Pjmax — P(K)

Ny, (K) = s )= 1=, (0 an

pj,max - pj,min

Once the proximity of the parameter to the vertex is obtained, it
is necessary to multiply these values for each parameter. Depending
on the vertex i and on whether the maximum or minimum values
are considered for that vertex, this multiplication will include the
calculated n,,j(k) or its complement ﬁpl (k).

k) =gk - ns(k) -, (k)
k) = np(k) - ns(k) -7, (K)

: (18)
N1 (R) = Tp(K) - T30 - 1, ()

un k) =ngk) - n5k) - 1, (k)
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Eq. (19) presents the procedure for calculating the gain at each
iteration, which is used in the state estimation update step.
ZN
K(k) = ) u(k) - K, 19
i=1
The primary benefit is a reduction in computation, as there is only
a need to interpolate the set of gains, eliminating the need to update
the LPV system or generate the Jacobian matrix around the state (EKF).
An additional advantage of the offline computation of the Kalman gain
is the assurance of stability within the polytope defined by its vertices,
which is achieved through the application of the Lyapunov conditions.
As it is based on KF, this offline approach to state estimation
assumes that both the process and measurement noises, represented as
Q and R, follow a Gaussian distribution. Q and R are implicitly used
in the offline precalculation of the K; matrix, and consequently they
are considered to remain constant for all iterations of the estimator (K;
interpolations). In this study, both the process and measurement noises
follow a UBB. Therefore, the LPV-PKF assumptions for Q and R may
pose challenges in adaptability in different vehicle and sensor scenarios.

3.1.2. Online Kalman gain calculation

In this second way of applying KF, the Kalman gain and the error
covariance matrix are refreshed at each iteration, k, of the observer.
This recursive process is the classical method and is based on the Riccati
equation described in Egs. (20)-(22).

P(k)=F(k) - Pk — 1) - F(b)" +Q (20)
Kk)=Pk)-HT -H-Pk)-H +R)™! 21)
P(k) = 0 - K(k) - H) - P(k) (22)

The EKF approach, based on the non-linear AV model (NL), employs
the Jacobian matrices of the states, F(k), and observations, H(k). As
previously highlighted during the introduction of the EKF concept, the
stability of the observer is only guaranteed in the vicinity of the point
where the Jacobian is derived.

To address the stability concerns associated with EKF, the use of
LPV formulation in the estimation process is proposed. Unlike in the
Jacobian linearisation, the stability in the LPV formulation is related to
ensuring that the system remains stable for all possible parameter vari-
ations. In the context of an automobile, these variations are naturally
limited. This is because actuators are capable of producing a maximum
known torque, and the resultant influence on the states is limited and
interdependent.

Consequently, the vehicle model state matrix, A(p), outlined in the
problem statement’s Eq. (7), is essential to the computation of the
derivative state matrix, F(k). The exponential discretisation method is
applied with a constant time step, 4t, as in Eq. (23). The generic Riccati
equation is used for KF, as shown in Egs. (20)-(22) substituting the
Jacobian with the state matrix A(p) of the vehicle LPV model in Eq. (4).
This novel technique is named LPV Extended Kalman Filters (LPV-
EKF).

F(k) = (k) = AP 4 (23)

The principal benefit of online computation, when compared to
offline, is the capability to update the observation noise covariance
matrix at each time step based on sensor circumstances. This implies
that, if the GNSS signal cannot be corrected with RTK due to external
factors, the estimation will account for it, thanks to the covariance data
received from the sensor. As a result, the LPV-EKF method demonstrates
resilience and adaptability to sensor noise and interference when these
are distributed in a Gaussian manner. To improve adaptability to other
types of noise, deterministic state estimation methodologies are also
taken into account.

However, the main limitation is the increase in computation time
caused by the continuous execution of the Riccati equation.
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3.1.3. Zonotopic observation

A zonotope is a geometric construct widely employed in fields such
as robotics, control theory, and computational geometry. It is a unique
form of a convex polytope, characterised as the Minkowski sum of line
segments (Shephard, 1974).

In the realm of state estimation, the use of zonotopes offers a concise
and computationally efficient means of representing and propagating
uncertainty. For example, in cases where a sensor exhibits an uncertain
noise distribution, the uncertainty can be represented by a zonotope. As
the system evolves over time, it becomes possible to compute a new
zonotope that captures the uncertainty associated with the system’s
updated state.

A zonotope, X(k), is characterised by two main elements: its centre
and its generators.

+ Centre, ¢(k): Point at the geometric centre of the zonotope, from
which the generators radiate. In state estimation, the centre of
the zonotope is used to represent the nominal or expected value
of the quantities of interest.

- Generators, R(k): Collection of vectors that characterise the ge-
ometry and dimensions of the zonotope. Any point within the
zonotope can be accessed through a specific linear combination
of these generating vectors.

Due to the relation between KF and ZKF (Theorem 7 in Combastel
(2015b)), the centre of the zonotope can be calculated from any of
the techniques explained previously: EKF, LPV-EKF, or LPV-PKF. The
UBB distribution is assumed in the ZKF centre estimation by redefining
the model and the sensor noise covariance matrices as in Eq. (24). The
bounds on system noise and measurement noise are defined in E,, and
E,, respectively.
Q=E,-E,7, R=E, -E[T @9
A discrete-time LPV system is considered as follows

5 _ XU+ =600 - x(K) + T - ulk) + Ey, - wik)
vy = H-x(k) + E, - v(k),

(25)

where ¢(k) corresponds to the discretised state matrix of the vehicle
model, calculated as in Eq. (23). Additionally, w(k) and v(k), represent
disturbances and measurement errors, respectively.

The aim of using zonotopic observers is the possibility of expressing
the prediction as a region in a R” space defined by a zonotope, being n
the number of states. This region embeds all possible states reachable
by the system, represented in Eq. (26), given certain bounds on both
measurement and system noise.

R(k) = (&(k), R(K)) (26)

The centre of the zonotope is updated at each iteration from the
Eq. (11) as:

Ck+1D)=%x(k+1)

For this reason, the Zonotopic Observer is adding a layer to cal-
culate the generators to represent the uncertainty of the model and
measurements. The generator matrix is updated at every iteration of
the observer, as the uncertainty may change at every time step:

R+ 1) =60 R'0) E,|

Rk+1)=[I-Kk) -H)-R'(k+1) -Kk) -E]

where R(k + 1) and R(k + 1) correspond to the zonotope generator
matrices prior to and updated at the time step k + 1, respectively.

On the one hand, the E, matrix size depends on the number of
states, e.g. the kinematic or dynamic model used for the prediction
step. On the other hand, the E, dimension is based on the number of
measurements available for observation.

Control Engineering Practice 156 (2025) 106192

The reduction of zonotopes (represented with |), is an operation
that decreases the dimension and complexity of the zonotope. In
essence, the function reduces the number of generators (columns) of
the zonotope. It does this by computing the 2-norm of the generators
(columns of the zonotope matrix), ordering the generators by their
norms, and then removing generators with smaller norms (Combastel,
2003).

After the reduction, an envelope that approximates the zonotope,
bbox;(k+1), is computed. The envelope is represented as a diagonal ma-
trix, where each diagonal element is the sum of the absolute values of
the elements in the corresponding row of the zonotope. The calculation
is indicated in Eq. (27).

p
bbox;(k+1)= Y )Ri{j(m 1)| , @7
j=1

where p is the number of columns in R’.{j. Finally, the upper and
lower limits are calculated from the centre and the previous enveloped
region, as follows

. {upper,(k+ 1) = &(k + 1) + bbox; (k + 1)
limits =

(28)
lower,(k + 1) = R(k + 1) — bbox;(k + 1)

The zonotopic approach for state estimation has found extensive
application in FDI due to its inherent bounding properties (Combastel,
2003, 2015a; Combastel & Zolghadri, 2018; Scott et al., 2016; Tornil-
Sin et al., 2012; Wang & Puig, 2016; Wang et al., 2018).

Consequently, it becomes necessary to design a Zonotopic GNSS
Observer to ensure that measurements and estimations remain within
the confines of the zonotope. Further details are explained in the next
section of the method.

3.1.4. Summary of state estimation

In the proposed method, performance variations across several fac-
tors are assessed, including the system modelling technique, the ap-
proach to handling uncertainties in the model, and the computation
of the Kalman gain. In Table 5, the compared observers are shown,
including their attributes regarding the assessment.

» Representation of the system model: NL versus LPV. LPV models
have the potential to provide a more precise characterisation of
the system’s behaviour across a wider range of operating points.
On the other hand, NL models offer simplicity in comprehension,
analysis, and design, demanding fewer computational resources
for implementation.

Kalman gain computation: Online versus offline. Offline compu-
tation methods provide stability guarantees within the surface
enclosed by the generated polytope and its vertices, utilising
LMI solvers that apply the Lyapunov conditions. In contrast,
online computation methods do not offer the same level of sta-
bility assurance, but exhibit greater flexibility in accommodating
variations in sensor noise.

Uncertainties representation: Stochastic versus set-based deter-
ministic. In general, stochastic methods are commonly selected
when there is a comprehensive understanding of the system dy-
namics and the noise characteristics, particularly when the noise
is assumed to follow a Gaussian distribution. On the other hand,
set-based deterministic methods are frequently preferred in sce-
narios where guaranteed performance is essential or when dealing
with UBB noise. The use of the Zonotopic observer layer (Z-*),
switches from stochastic to set-based deterministic uncertainty
models.
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Table 5
Observer implementation possibilities with their properties.

Observer System model K computation Uncertainty
NL LPV Online Offline Stochastic Deterministic

LPV-PKF - v - v v -
EKF v - v - v -
LPV-EKF - v v - v -
Z-LPV-PKF - v - v - v
Z-EKF v - v - - v
Z-LPV-EKF - v v - - v

3.2. Fault detection and isolation

The FDI process consists of two distinct phases: the input evaluation
and the output assessment of the vehicle’s state estimation module. To
achieve optimal performance in both, it is essential to design a robust
and accurate observer that minimises the impact of measurement noise
and disturbances.

The first phase aims to identify critical faults that pertain to the
absence of fresh data from the GNSS or the speedometer. The second
phase consists of finding anomalies in the output of the state estimation
algorithm.

The identification of such safety-critical anomalies necessitates the
implementation of an FDI strategy, here achieved after the design of
the zonotopic GNSS Observer. If the signal from the inputs or outputs
of the vehicle state estimation module deviates outside the boundaries
generated by the Obsgygg, it indicates the presence of an anomaly.
Therefore, defining the zonotopic generators is a critical task that
requires empirical data. These generators are intrinsically dependent
on the noise uncertainty matrices, E,, and E,.

On the one hand, the noise uncertainty matrix of the model, E,, is
derived from the precision of the dynamic model relative to the ground
truth, previously presented in Table 2. The elements of utmost errors,
max(e), are considered to construct the matrix, as follows

E, = diag( max([epss epos €5 eyx ey ew] ) (29)

On the other hand, the measurement noise matrix, E,, is derived
from the accuracy of states that are observed but not directly measured
across the mentioned observers. The generation of the matrix, as de-
tailed in Eq. (30), uses the maximum values of the deviations between
the ground truth and the observed states, max (é).

E, = diag( max( [épos &pos €] )) (30)

The use of the equivalent stochastic model facilitates the assessment
of the incremental value provided by the zonotopic deterministic layer.
The model and the noise uncertainty matrices are derived using the
error standard deviations, o(e) and o(é), respectively, thereby estab-
lishing a 99.7% confidence interval that constrains the uncertainty, as
articulated in Egs. (31)-(32). This equivalent stochastic anomaly detec-
tor maintains the same central point as its deterministic counterpart;
however, it features distinct generators that define the safety region.

EY° =3V/Q @D
ES® = 3,/P (32)

where Q represents the model covariance matrix, directly obtained
from Eq. (12). Meanwhile, Pg,, constitutes the estimation variance
matrix, calculated from the standard deviations between the simulated
and estimated states o(é), as follows

Pops = diag([02(épes)  02(pos)  0%(p)]) (33)

After establishing boundaries through E, and E,, it is necessary
to define a designated anomaly time, fynomaty,y @0d fanomaly,Gnss- Both
represent the highest admissible duration of an anomaly before a speed
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Sensor FDI

No Fault
Detected

|

Yspeed ¢ XGNss
for t > tanomaly,GNSS

2
Yes Estimated State FDI}
Yonss = Kk Yes
or fgnss < fGNss,min GNSS Fault
for ¢t > Tanomaly,GNSS
No Safety Stop

YSpeed = k
or fy < £y min
for ¢ > lanomaly,v

Speed Fault

}

Degraded
No Speed Disconnection
No Fault ’ l
Detected
l Estimated State FDI
2
Estimated State FDI}

Fig. 4. Flowchart of the Sensor FDI software. It uses speed measurements and Obsgygg
estimations as its primary inputs, guiding the algorithm to determine the appropriate
subsequent actions. The frequency of the algorithm matches that of the observers.

and a GNSS fault are considered unsafe. It is used to exclude outliers
in the estimation and thereby mitigate false positives.

If the #,50maty value for the speedometer or GNSS is excessively high,
it results in an extended anomaly detection time, 7getection, Which is the
temporal interval between the onset of an anomaly and its identifica-
tion by the FDI. Otherwise, if 7,50maly iS too low, false anomaly detec-
tions could appear. The FDI frequency for localisation is equivalent to
the Obsgygg rate.

3.2.1. Sensor FDI

The first phase of the FDI of state estimation module involves
ensuring that the measurements from both the GNSS and the wheel
odometers are fault-free. This phase focuses on analysing the precision
of the input data for state estimation to prevent propagation of failures
within the AV software. Two different scenarios are defined for this
phase: speed and GNSS faults.

Upon defining the Obsgygs, the observations are compared with the
measurements to verify alignment. The flowchart that describes the
Sensor FDI process is shown in Fig. 4.

If new speed data is not received, the measurement signal obtained
from the wheel odometers remains unchanged, ygpeea = k- Nevertheless,
it maintains its frequency, f,, during the fault. In contrast, the speed
estimates of Obsgygg may vary based on the temporal change in posi-
tion. Consequently, the speed measurement exceeds the boundaries of
the Obsgyss Z0NOtope, Ypeea & Xanss-
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Estimated State FDI]

X ¢ Xgnss

or fg < fg min for No Fault

Detected

t = tanomaly,GNSS

Yes

Non-Faulty
Output Fault

Sensor FDI
Safety Stop

Fig. 5. Flowchart that represents the Estimation State FDI structure. Primary inputs are
the Obsgygs estimations and the estimated states of the fusion algorithm. The software
runs once the FDI is completed for the measurements.

When new GNSS data are not available, all GNSS measurements
remain unchanged, ygngs = k, leading to an immediate drop in the
estimated speed of Obsgygs to zero. Consequently, the accurate speed
measurement exceeds the zonotopic boundaries of Obsgyss, Yspeed &
Xgnss, indicating a GNSS anomaly.

If both sensors stop working, the sensor measurements remain
static, ygnss = K and ygpeeq = k, causing the GNSS fault detection
case once the speed measurement exceeds the zonotopic limits, ygpeea
& Xonss-

The Sensor FDI response is directly conditioned upon the severity of
the anomaly, obtained from the Hazard Analysis and Risk Assessment
(HARA), which is described in ISO 26262.

When a GNSS fault occurs in the state estimation module, there
exists a subsequent drop in localisation precision. In this situation, it
is hazardous to navigate autonomously through narrow lanes and to
handle complex multi-agent situations. Therefore, the GNSS is initially
considered a critical sensor, and the vehicle is stopped for safety reasons
when a fault appears.

Otherwise, wheel odometer anomalies can be compensated by the
Obsgyss speed estimate, considering a loss of precision. Under these cir-
cumstances, a safety halt of the car is not required. The AV can proceed
once the speed sensors are isolated from the state estimation process.
However, the degradation in measurement quality is communicated to
the AV software.

3.2.2. Estimated state FDI

This section introduces the second phase of the state estimation
FDI. This phase emphasises the detection of faults in the output of the
state estimation module. It is run only when critical failures are not
identified in the Sensor FDI. The logic of the procedure is illustrated in
Fig. 5.

In this second phase, given that the state estimation module may use
different sensors and techniques to fuse the measurements, a singular
failure scenario is contemplated: the vehicle’s state estimation output
fault. It appears when this output does not match the information
coming from the Obsgygg-

There are two potential sources of faults: a malfunction in a sen-
sor that has not been previously examined and a failure within the
state estimation algorithm. However, their specific identification is not
within the scope of this article. Therefore, during this second phase,
the isolation of singular anomalies is not undertaken, with every fault
treated as critical.
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When the output of the state estimation exceeds the Obsgygg zono-
topic limits, & ¢ Xgngg, and there is no fault detected in the GNSS,
the Estimated State FDI stops the vehicle due to anomaly detection. It
suggests that the AV software module’s representation is not in sync
with reality due to one of the previously mentioned factors.

In contrast, if no faults are detected, the Localisation FDI flowchart
starts again from the Sensor FDI.

4. Design

In this section, the optimal design of the Obsgygs for FDI is ad-
dressed. To achieve it, it is necessary to ensure that anomalies are
identified with the minimum 74egection POSSible.

First, the type of estimation technique for the centre of the zono-
topic Obsgygs is evaluated with the simulator. Subsequently, with the
information obtained from the previous evaluation, the observer can be
fully characterised by defining its generators E,, and E,.

It is important to note that Obsgysgg is not designed for state estima-
tion, as there is already a module in the AV to perform this task. The
goal is to quickly identify faults in the module.

4.1. GNSS observer centre: Observation technique

The first section of the design focuses on determining the most
suitable observation technique for obtaining the zonotopic Obsgygg
centre. The aim is to find the maximum observation accuracy that will
potentially minimise the size of the zonotope and, consequently, the
Ietection- At the same time, the observation must be robust to different
driving scenarios, such as the RTK Off status.

Three techniques are compared for centre estimation, previously
presented in Section 3.1: LPV-PKF, EKF and LPV-EKF.

To choose an appropriate rate for Obsgygg, two options have been
considered: 50 Hz and 100 Hz. 50 Hz matches with the GNSS frequency,
while 100 Hz allows a real-time comparison between the measured
and observed speeds, but requires dual-rate implementation. From
experimentation, the accuracy achieved by the dual-rate estimations
does not improve the single-rate version, while it adds complexity.
Therefore, a frequency of 50 Hz for the Obsgygg has been selected.

In the simulations, uncertainties in GNSS position are modelled us-
ing a Random-Walk distribution (Langbein & Johnson, 1997), whereas
uncertainties in orientation and speed are represented through an UBB
distribution. The standard deviations of the distribution for position
and yaw are obtained from Table 3, while the speedometer maximum
deviation is max,, = 0.1 m/s. An identical 2 km-distance trajectory
within the simulation environment for each technique and GNSS status
is executed. The GNSS data are refreshed in the simulator at the same
rate as the Renault Zoe, at 50 Hz.

In order to ensure that the state estimation is sufficiently precise
and to align the zonotopic boundaries closely with the actual states, the
maximum values of the estimation errors are assessed in Table 6. First,
the results of the Obsgygs under nominal conditions are showcased.
Subsequently, RTK is deactivated to acquire observation results in both
conditions.

These outcomes are quantified through the computation of the ab-
solute value of the means, the standard deviations, and the maximums,
obtained from the error between the estimated states and the ground
truth, as derived from the simulation platform. The observers compar-
ison is conducted maintaining consistent model covariance matrices Q
and sensor noise covariance matrices R, obtained from Egs. (12) and
(13), respectively.

As observed in Table 6, the EKF and LPV-EKF exhibit comparable
performance in terms of state errors for the different GNSS states.
Conversely, the LPV-PKF demonstrates the most accurate performance
for position observation when the RTK is active, while it loses precision
when the RTK is deactivated.
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Table 6
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Center of the zonotopic GNSS Observer running at 50 Hz. Comparative assessment of single-rate observers for every studied observation technique, in the presence and absence of
Real-Time Kinematic (RTK) activation. Root mean square errors (RMSE), standard deviations (¢) and maximum errors (max) are calculated from the numerical distance between
measured states (high-accuracy performance) and estimated states. The computation time is obtained from the state estimation for each observation technique, without considering

the zonotopic layer.

RTK Obs. Technique Pos [cm] Yaw [deg] vx [m/s] teomp [mS]

RMSE o max RMSE o max RMSE c max H o
LPV-PKF 7.7 8.4 67.3 0.0 0.8 1.8 0.0 0.4 1.4 1.5 0.4
On EKF 16.6 13.7 80.5 0.0 0.5 2.3 0.0 0.3 1.3 1.7 0.7
LPV-EKF 15.4 12.8 68.3 0.0 0.5 1.4 0.0 0.3 1.2 1.7 0.8
LPV-PKF 69.2 52.4 275 0.0 2.7 12.3 0.2 0.5 1.4 1.5 0.4
Off EKF 28.4 17.3 100.2 0.0 0.5 4.0 0.0 0.3 1.3 1.7 0.7
LPV-EKF 28.3 18.5 90.7 0.0 0.5 3.6 0.0 0.3 1.3 1.7 0.8

Table 7

Final GNSS Observer’s standard deviation outcomes under nominal conditions at 50 Hz
using the Z-LPV-EKF estimation technique.

Pos [m] Yaw [rad]
o max o max
0.128 0.683 281073 8.1073

The computational time, ., which is defined as the average
time interval needed for each observation, is also assessed. This metric
should consistently meet or fall below the designated estimation rate,
which is the reciprocal of the frequency.

Moreover, RTK Off scenarios warrant independent, real-world anal-
ysis to determine the appropriate form of degradation to be imple-
mented, if necessary. However, the assessment of the degraded modes
is not in the scope of this article.

The decision is made to exclude the LPV-PKF due to its worst
adaptability concerning all states’ estimation when the GNSS status
varies from Nominal to RTK Off.

Thus, the choice is left between the traditional EKF and the novel
LPV-EKF. First, both adapt well to the RTK Off status. Given that the
results of both methods are comparably robust and that the safety
conditions are more favourable with the LPV formulation than with the
NL, the decision is made to incorporate the novel LPV-EKF approach
into Obsgysgs-

4.2. GNSS observer generators

Once the novel LPV-EKF is chosen for the estimation of the centre
of the zonotopic Obsgygg, its performance summary under nominal
conditions derived from Table 6, is shown in Table 7. Maximum de-
viations and standard deviations are presented for each state and are
useful to obtain the deterministic and stochastic zonotope generators,
respectively.

At this juncture, the zonotope, X(k), is fully characterised. The
centre, &(k), is derived from the LPV-EKF output, while the matrices that
delineate the generators for the GNSS Observer, E,, and E, in SI units,
are computed in Egs. (34)-(35), based on Egs. (29)-(30) and Table 7.

E, =107 -diag([9 9 5 8 10 10]) (34)

E, = diag([0.683 0.683 0.024]) (35)

To evaluate the efficacy of the zonotopic estimation, the equiva-
lent stochastic uncertainty model is computed. The resulting variance
matrix for the Obsgyss, Pops, can be derived by integrating data from
Table 7 and Eq. (33), as illustrated in Eq. (36), expressed in SI units.

Pops = diag([0.128%  0.1282  0.005%]) (36)

Taking advantage of the resulting estimation variance matrix of
Obsgyss, Pops, and the model covariance matrix, Q, the equivalent fault

10

detector employing a stochastic representation of model uncertainty is
defined in Egs. (37)-(38).

ES =107 -diag(l6 6 3 3 6 3] (37)

ESt® = diag([0.38 038 0.015)) (38)

5. Experiments

Experiments are initially performed in simulation using ROS and the
simulation platform with the vehicle model presented in Section 2.1.
Once this is done, they are followed by empirical tests using the Renault
Zoe. The experimentation is based on the following structure:

1. Evaluate the first phase of the Localisation FDI performance,
including the previously optimised zonotopic Obsgyss. The as-
sessment is conducted within the simulation environment, in-
troducing sensor malfunctions for a comprehensive analysis.

2. Conduct an empirical assessment of the FDI methodology using
the Renault Zoe as the testing platform.

5.1. Simulation environment

As mentioned in Section 3.2, the vehicle encounters three different
types of critical faults that are not self-detectable by the onboard sen-
sors: interruptions in communication between the speedometer and/or
GNSS with the central processing unit (CPU) of the AV.

Once again, the simulator serves for experimental endeavours, with-
out compromising the system’s integrity. Here, critical anomalies are
randomly injected while the vehicle is performing a mission with a
GNSS status of RTK On or RTK Off.

The Obsgygs selected frequency, 50 Hz, leads to the use of the
same rate for the proposed FDI phases. Therefore, the Sensor FDI and
the Estimated State FDI work at 50 Hz and simultaneously with the
vehicle’s state estimation module.

A comprehensive set of 300 experiments has been carried out
to investigate fault detection in the speedometer and the GNSS—95
runs injecting GNSS anomalies, 77 under speed faults and 128 under
non-faulty conditions. Each test was executed using deterministic and
stochastic boundaries, allowing for a thorough assessment of the overall
performance of both models.

The experimental results show that the stochastic model identifies
a significantly higher number of false positive cases compared to the
deterministic model, 35% (44 out of 128) and 2.3% (3 out of 128),
respectively. This occurrence is attributable to the more restricted
limits inherent in the statistics-based methodology, computed for 98%
of the nominal observations. On the contrary, the deterministic uncer-
tainty model derives from maximum deviations, and its more expansive
bounds serve to decrease these false positives.

Consequently, the deterministic zonotopic methodology is selected
for the Localisation FDI. To assess the efficacy of the zonotopic layer,
a confusion matrix is constructed in Table 8, using simulated ground
truth anomalies as actual values and the predictions made by the FDI
methodology as predicted values.
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(a) Simulated Sensor FDI speedometer anomaly detection.
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(b) Simulated Sensor FDI GNSS anomaly detection.

Fig. 6. In the left plot (a), variations are notable in the GNSS measurements, while they remain static for the speedometer measurement. As a result, the speed measurement
transcends the predetermined Obsgygs boundaries, indicating the detection of an anomaly in the speed sensor. In the right plot (b), the GNSS sensor anomaly is identified when
the measured speed is outside the Obsgygs zonotope limits and the position measurements remain constant.

5.1.1. Speedometer fault injection

In the event of a speedometer anomaly, the velocity measured
by the speedometer remains static due to measurement discrepancies.
In contrast, the velocity estimated by Obsgygs is not affected by the
anomaly and uses GNSS information to observe the state. Therefore,
the speed measurement deviates from the boundaries set by Obsgygs,
unaffected by sensor fault. A simulated speed anomaly scenario is
represented in Fig. 6(a).

Data from the speed anomaly confusion matrix, presented in
Table 8a, reveal that 6.5% (5 out of 77) of speed faults went undetected.
Each misdetection aligns with a corner case in which the navigation
module commands the control system to keep a speed that aligns with
the zonotopic boundaries over a long period. In these circumstances,
the proposed Sensor FDI may not recognise the fault. Nevertheless, it
is important to note that when such speed faults are not identified for
a certain period, the inaccuracies in the vehicle’s state estimations are
negligible. As a result, vehicle safety is not compromised during this
undetection time.

In 1.6% (2 out of 128) of the experimental trials that were free from
anomalies, speed faults were reported despite the sensor operating cor-
rectly. These false positives generated by the Sensor FDI are primarily
attributed to significant errors in speed observation. Such errors are
the result of model inaccuracies that occur during episodes of rapid
acceleration to high speeds.

One strategy to mitigate the occurrence of false positives is to extend
the anomaly time. However, this adjustment could potentially prolong
the time required to detect these faults. Another strategy consists of
widening the zonotopic limits with the new maximum errors acquired
from the false positive scenarios.

5.1.2. GNSS fault injection

In contrast, in the case of an anomaly of the GNSS sensor, the
position and yaw signals measured by the GNSS become stagnant.
Due to the anomaly, the speed estimated by Obsgygs falls to zero.
Meanwhile, the speed measurement does not have interference.

If the speed measurement diverges from the boundaries set by
Obsgyss, and the GNSS measurements are stagnant, the vehicle must
be stopped for safety reasons. An example of GNSS fault identification
is shown in Fig. 6(b).

To evaluate the effectiveness of the Sensor FDI in identifying GNSS
anomalies, a confusion matrix is presented in Table 8b. Failing to detect
a GNSS fault in uncontrolled situations poses significant risks to all
participants in the given scenario. Consequently, achieving a 0% false
negative rate is important.

In light of the criticality of the GNSS sensor, it is also important
to scrutinise false positives. Such occurrences would cause the vehicle
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Fig. 7. GNSS false anomaly detection. It occurs when the longitudinal acceleration
value is high (around 5 m/s? in this scenario).

Table 8

Confusion matrices for the wheel odometry sensors (a) and GNSS (b) faults. Ground
truth values are obtained from the simulation environment, whereas predicted values
are acquired from the result of the Sensor FDI.

(a) Simulation speed
anomaly confusion matrix.

(b) Simulation GNSS
anomaly confusion matrix.

Speedometer Predicted GNSS Predicted
+ - + -
+ 72 5 + 95 0
Actual _ 9 126 Actual _ 1 127

to terminate its mission sooner than expected. This situation appeared
in 0.8% of the total simulation cases. It occurs when the vehicle
accelerates abruptly, as indicated in Fig. 7.

To prevent the aforementioned false positive occurrence and to
ensure passenger comfort, it is advisable to moderate both positive and
negative accelerations when they are not essential for safety reasons.

5.1.3. Anomaly and detection times

After acquiring results for the Sensor FDI, an evaluation of anomaly
and detection times is performed.

The limits established for observations also play a pivotal role in
influencing the time required for detection, f4etections TH€ ?detection 1S
defined as the sum of the 7,,om,)y and the interval during which the
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(a) Renault Zoe Sensor FDI GNSS anomaly detection.

Control Engineering Practice 156 (2025) 106192

Position

. ~= GPS Observer Limits
526 N GPS Observer Center
A =+ + GPS Measurement
Tss{ N Sso State Estimation
£ ~ L -+ Speedometer Measurement
524 S~ ~ao
e
~
523 ~o
792 794 796 798
X [m]
Velocity

Speed [m/s]

0.0 05 10 15 2.0 25 3.0 3.5 4.0
Time [s)

(b) Renault Zoe Estimated State FDI LiDAR anomaly detection.

Fig. 8. In the left plot (a), the speed measurement remains constant and greater than zero, while the measured position remains static. As a result of this discrepancy, the speed
measurement transcends the predetermined Obsgygg boundaries, indicating the detection of an anomaly in the GNSS sensor. In the right plot (b), the LiDAR anomaly appears at
the time 3.5 s, causing an interruption of communications between vehicle state estimation and the AV architecture.

Table 9
Detection times acquired from the simulated environment and anomaly time set to
check faults.

Fault L anomaly [S] ! detection [S]

U o
Speed 0.25 9.04 7.33
GNSS 0.1 0.71 0.83

measurement or estimated state exceeds the zonotopic boundaries.
Therefore, the larger the zonotope, the slower the FDI detection pro-
cess. The comparison of time results between the two different faults is
shown in Table 9.

The observed 7gegection Of @ GNSS anomaly is significantly smaller
compared to the speedometer. One contributing factor to this difference
is the selection of a smaller #,,oyqay in GNSS fault diagnosis. This is
because a false negative in this sensor is considered more critical than
in the speed device. Another factor is the vehicle’s maintenance of
speed when travelling on a straight road, with speed alterations oc-
curring only when turns are necessitated or objects are detected in the
surroundings. This situation specifically occurs in the testing scenario at
the Renault facilities in Spain, where the autonomous vehicle navigates
at a predefined speed along straight paths.

Hence, a speed failure is not identified until the vehicle engages
with the curve, whereas a GNSS fault is detected quickly, given that
the Obsgygg estimates indicate a fast drop to zero in the speed state, as
shown in Figs. 6(b) and 8(a).

Finally, it becomes important to examine the most adverse scenario.
This scenario emerges when a GNSS anomaly arises while the vehicle is
autonomously navigating at the platform’s speed limit, 40 km/h. Under
such conditions, the average distance traversed by the vehicle during
zonotopic fault detection amounts to 7.9 m, in addition to the distance
needed to complete an emergency stop. This margin is sufficient for a
safe FDI in this application, since this speed is just reached when the
road is straight, wide and the distance to the following curve is greater
than 50 m.

5.2. Real-world environment

The final experiment with the Localisation FDI entails implementing
the FDI proposal within the Renault Zoe presented in Fig. 1. The
Estimated State FDI is tested in this step, as it requires the use of
the state estimation algorithm implemented in the real vehicle, which
cannot be reproduced in the simulator due to its complexity. Therefore,
all tests are performed with the complete Localisation FDI pipeline.

Six diverse situations are designed to evaluate the efficacy of the
FDI proposal:
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Fig. 9. Map of the Renault facilities in Spain. It represents the roads with their
respective width. All dots represent the Renault Zoe trajectory. Green dots indicate
that the road section speed limit is 40 km/h, while orange and red, indicate that this
limit is set to 20 and 10 km/h, respectively. (For interpretation of the references to
colour in this figure legend, the reader is referred to the web version of this article.)

1. Preservation of nominal conditions for GNSS and speedometer.

2. Disconnection of RTK in the middle of the experiment.

3. Ethernet disconnection, resulting in the unavailability of new
satellite data.

4. A failure in the Controller Area Network (CAN) to receive
speedometer data follows, leading to the inaccessibility of up-
dated speed data.

5. LiDAR disconnection, which may affect the state estimation
module, based on sensor fusion.

6. Anomaly conditions in the state estimation module.

The scenario requires meticulous preparation to ensure the safety of
the driver, passengers, and nearby pedestrians.

5.2.1. Fault injection

The FDI is evaluated, taking into consideration that scenarios 1 and
2 are not recognised as faults. The tests are performed in Renault facil-
ities in Spain. The trajectory of the first real experiment is represented
in yellow in Fig. 9, where the car is autonomously driving for 10 min
and 45 s.

The first analysis of the real tests is the fault-free driving situation.
Under these conditions, four assessments are performed, encompassing
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Table 10
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Confusion matrices for the proposed Localisation FDI with Speed (a), GNSS (b), and estimated state (c) anomaly detection. Actual values are derived from the real scenario, while

predicted values are obtained from the FDI methodology diagnosis.

(a) Real-world speed
anomaly confusion matrix.

(b) Real-world GNSS

anomaly confusion matrix.

(c) Real-world output
anomaly confusion matrix.

Speedometer Predicted GNSS Predicted Localisation Predicted
+ - + - + -
+ 3 0 + 3 0 + 4
Actual _ 0 13 Actual ~ 0 13 Actual _ 0 12
two brief and two extended tests, culminating in four true negatives Table 11
identified by the Sensor FDI Detection times acquired from the Renault Zoe testing platform.
Subsequently, an additional set of five short tests is executed in the Fault fanomaty [5] getection_[5]
absence of RTK, yielding five more true negatives. Speedometer 025 ‘1‘2-5
An examination of the vehicle’s response to GNSS ethernet dis- ; 1
connection is conducted to scrutinise safety under the most critical 073
circumstances. Three tests are executed, each culminating in true pos- GNSS 01 075
itive detections by the Sensor FDI. In Fig. 8(a), GNSS fault detection 0.68
is represented for the real scenario. The vehicle maintains a speed of 0.34
approximately 20 km/h when the anomaly is identified. The GNSS o 1.05
. s . . . . . Localisation 0.25
readings for position and orientation become static, whilst the velocity, 0.92
0.98

as gauged by the speedometer, remains accurate and constant. Conse-
quently, the velocity observed by Obsgygs drops to zero, which leads
to the detection of the anomaly 0.73 s thereafter.

The scenario involving the disconnection of the speedometer is
evaluated in terms of safety. Mirroring the procedures in the GNSS
fault scenario, three tests are performed, each effectively identifying
the anomalies.

Additionally, three more tests are performed injecting faults inside
the vehicle’s state estimation calculation, resulting in a non-accurate
observation of the states. All three are captured by the Estimated State
FDIL

Finally, one last test is executed disconnecting the LiDAR sen-
sor. The result is the unavailability of the new information from the
vehicle’s state estimation, stopping the ROS communication. Due to
frequency verification, the fault is detected by the Estimated State FDI.
In Fig. 8(b), the detection of LiDAR anomalies is shown. The vehicle
stops sending new state estimation data, once the LiDAR is not working.
However, Obsgygg is still working because it does not depend on this
device. This decrease in state estimation frequency is detected by the
Estimated State FDI, resulting in a safety stop.

If the LiDAR fault was not detected, the vehicle state, used for nav-
igation purposes, would not be updated, causing possible malfunctions
in the control behaviour. Hence, the AV operational mode should be
degraded.

The confusion matrices for the speedometer, GNSS and state esti-
mation output fault injection within the Renault Zoe are presented in
Table 10a, b and c.

5.2.2. Anomaly and detection times

Quantifying the exact f4eection 1S challenging due to the inability to
determine the exact timestamp at which the fault is injected. Therefore,
an approximation method is adopted: The chronometer is activated
to evaluate fgeiection When the GNSS signal begins to exhibit static
behaviour close to the presumed anomaly detection timestamp. In the
case of speed anomaly, the quantification cannot be that accurate, and
itis an approximation. All results for #eecion are illustrated in Table 11.

The times required for the identification of speed faults exhibit
variability, being contingent upon fluctuations in speed. Within the
experiments carried out, the velocity remains constant throughout all
segments of straight roads, preventing the capability for diagnosis
should the failure not manifest at the end of these segments of the road.

In contrast, the GNSS failure identification time, which is the most
critical, is similar for all scenarios and consistently lower than 1 s,
minimising the risk of an accident.
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6. Conclusions and future work

In the scope of this research, the Z-LPV-EKF-based FDI methodology
has been proposed as a safety component for state estimation amid UBB
measurement and model uncertainties.

The proposal is designed with one observer, assimilating informa-
tion from the GNSS, and two different FDI phases, one for the inputs
and the other for the outputs of the state estimation module. This
fact positions the GNSS as the critical sensor, where an immediate
halt of the system becomes a safety imperative in instances of GNSS
operational cessation. On the contrary, identifying a fault within the
speedometer allows Obsgygs to approximate the velocity state with
sufficient precision, eliminating the need for a safe stop for the car.

The efficacy of the novel LPV-EKF is contrasted against other obser-
vational methodologies. This novel technique presents the minimum
deviations between the high-accuracy measurements (GNSS+RTK) and
the observer output. Thereby, calculating the centre with LPV-EKF
achieves the lowest zonotopic width of the Obsgygs and thus the
minimum detection time of the FDI method. However, it is important
to note the limitations of computational sources. The computation time
required to solve the online Riccati equation, inherent in LPV-EKF, is
markedly elevated compared to the time required to resolve the gain
interpolation associated with the LPV-PKF case.

The main difficulty found in applying the zonotopic observer was
the parameter tuning for the zonotope width and the anomaly time.
As FDI tests for AVs in real scenarios could be dangerous to the
surrounding agents, it was decided to perform them in the simulator
first. The vehicle manifested the ability to discern anomalies across
a spectrum of nominal conditions and fault injections, validating the
resilience of the proposed model.

The most important advantage of the FDI proposal is the ability
to adapt to different vehicle state estimation fusion techniques. In
this study, the FDI is based on GNSS and speedometer, as they were
available in the Renault Zoe and are commonly accessible in all AVs.
However, the state estimation module could use different sensors that
have not been studied, such as cameras or ultrasonic sensors, and
the FDI would detect faults, without discerning the source. The main
limitation of the method is the dependency on the GNSS device to
enable the detection of input or output anomalies.

Although real experiments were successful in all scenarios, the sim-
ulation results showed that false positives could appear. In situations
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where the acceleration is rough, the proposed FDI methodology might
incorrectly identify an anomaly in the GNSS. Moreover, in scenarios
where the speedometer freezes while the actual AV speed remains
constant, the proposed FDI methodology fails to detect the fault. The
last case is not considered unsafe, as the speedometer is not the critical
sensor and the AV could safely estimate the state only with the GNSS.

A deeper examination of potential modifications to the vehicle’s
properties, such as effectively degrading the system to facilitate a safe
autonomous navigation, requires further investigation. It also paves
the way for further exploration of the robustness of state estimation
through other sensors that could improve the performance of GNSS and
speedometers.
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