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This paper proposes an optimal guaranteed robust fault detection and isolation (FDI) method combing
the set-theoretic unknown input observer (SUIO) and the robust positively invariant (RPI) sets for linear
time-invariant (LTI) systems. The optimality of the proposed FDI method is achieved under a two-layer
framework. The first layer allows to design a single optimal FDI-oriented SUIO with RPI set separation-
based guaranteed FDI conditions to reduce the FDI conservatism of single observer. The second layer
consists in designing an optimal observer configuration for a bank of optimal SUIOs to reduce the FDI
conservatism of all the SUIOs together. Finally, the effectiveness of the proposed guaranteed robust FDI
method is illustrated by using a four-tank system.

1. Introduction

During the past decades, a large number of techniques have been
investigated for robust FDI [1,2]. Different types of observers (e.g.,
Luenberger observer, unknown input observer (UIO) or Kalman fil-
ter etc.) have been used to achieve different FDI performances [3-6].
Among these techniques, the UIO has been proven as a useful tool
for robust FDI [7,8,6,9,10]. The existing works on the UIO can be
classified into two categories. In the first category, the design of
UIOs is based on the classical matrix rank-based unknown input
decoupling condition [11-13].In the other category, the UlO-based
methods seek to reduce the conservatism of the classical unknown
input decoupling condition by considering a priori knowledge of
system/unknown inputs [14-17]. Further works on the use of UIOs
can be found in [18-20]. In order to overcome the conservatism
of the classical unknown inputs decoupling condition and simulta-
neously keep FDI robustness, our previous works [17,21] proposed
the set-theoretic unknown input observer by combining the UIO
and the set theory for a mixed active and passive decoupling of
unknown inputs. The focus of the current paper is to further com-
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bine the SUIO and the invariant sets in order to achieve optimal
guaranteed robust FDI.

Regarding robust FDI based on the set theory, there exist three
types of methods in the literature, i.e., the interval observer-based
methods, the set-membership estimation-based methods and the
invariant set-based methods [22-27]. The first two methods imple-
ment robust FDI by propagating the bounds of unknown inputs and
noises through a system model to generate a residual interval/set at
each time instant. FDI decisions are made by checking whether the
residuals are inside the corresponding intervals/sets or not [22,24].
In the third method, a fixed set is constructed by using invariant
sets to describe the system steady-state behaviors and then FDI
decisions are made by checking the inclusion between the residuals
and the corresponding healthy and faulty sets. Among these robust
FDI methods aforementioned, only the invariant set-based meth-
ods can provide guaranteed robust FDI, which construct healthy
and faulty invariant sets to describe the healthy and faulty system
behaviors, respectively. If the healthy and faulty sets are separate
from each other, it is guaranteed that the faults can be detected and
isolated once they occur [3,23,28,29].

This paper considers guaranteed robust FDI using a bank of
observers [28-30]. Different from the existing FDI schemes using
a bank of observers, the proposed FDI method here uses invari-
ant sets to establish guaranteed robust FDI conditions based on
the separation of healthy and faulty sets, and employs the SUIO
to decouple part of unknown inputs and simultaneously keep FDI
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robustness with respect to the other unknown inputs. Different
from the existing invariant set-based guaranteed robust FDI meth-
ods [3,23,28,29], this proposed method focuses on the optimality of
guaranteed robust FDI and reduces the FDI conservatism. In order
to reach this objective, the proposed method uses the UIO instead
of the Luenberger observer in the existing invariant set-based FDI
schemes to remove the effect of some unknown inputs. More-
over, a two-layer framework is proposed to minimize the effect of
unknown inputs and noises on guaranteed robust FDI both for the
cases of single observer and a bank of observers. Theoretically, this
proposed method can obtain less conservative guaranteed robust
FDI decisions than the existing guaranteed robust FDI methods. It
should be mentioned that the optimality problem of the FDI scheme
using a bank of observers is not investigated yet and the main
contributions of this paper are summarized as follows:

e a method to establish invariant set separation-based guaran-
teed FDI conditions for single optimal SUIO is proposed, which
reduces the FDI conservatism of single observer but simultane-
ously obtains guaranteed robust FDI results (see Section 4);

e a method to design an optimal observer configuration for a
bank of SUIOs is proposed, which aims to minimize the effect
of unknown inputs on guaranteed robust FDI to reduce the con-
servatism (see Section 5).

This paper is organized in the following. Section 2 presents
some preliminaries. Section 3 introduces the system and the SUIO.
In Section 4, the optimal FDI-oriented SUIO is designed and the
corresponding invariant set separation-based guaranteed FD con-
ditions are established for the optimal FDI-oriented SUIO. In Section
5, the optimal partitioning of control and unknown inputs is sys-
tematically analyzed and an optimal observer configuration is then
designed for the objective of optimal guaranteed robust FDI. In Sec-
tion 6, a case study is used to illustrate the effectiveness of the
proposed FDI method. Finally, this paper is concluded in Section 7.

2. Preliminaries

Some symbols are defined in the following. The identity matrix
and the matrix full of 1 are denoted as I and I, respectively. diag(-)
denotes a diagonal matrix whose diagonal elements are composed
of a vector. For a matrix A, ||A || r denotes its Frobenious norm (i.e.,
F-norm). For matrices A and B, and vectors x and y, the absolute
value symbols |A| and |x| and the inequalities A < B and x <y should
be understood elementwise.

Definition 1. A zonotope Z is defined as Z = g @ HB, where g and
H are its center and generator matrix, respectively, B! is a box com-
posed of t unitary intervals [-1, 1] and the symbol & denotes the
Minkowski sum.

Property 1.
HyB2,Zy ©Zy = (g1 + &2} @ [ Hy

Given two zonotopes Z; = g1 ® HiB" and Z, =g, @
H2 ]]Bﬁ +to,

Property 2. Given a zonotope Z = g @ HB' and a compatible matrix
K, KZ = Kg @ KHB.

Property 3. ([31,32]) Given a zonotope Z = g ® HB! c R" and an
integer s (with n<s<t), denote by H the matrix resulting from the
reordering of the columns of the matrix H in decreasing Euclidean
norm, it is obtained that Z € g & [ Ay Q |BS where Hy is obtained
from the first s — n columns of the matrix H and Q e R™" is a diagonal

matrix whose elements satisfy Q;; = Z;:HPA \I:I,-j|, i=1,...,n

Let us consider a discrete LTI dynamics described by

Xk+1 = AXx; +E8k, (1)

where x; is the state vector, A and E are constant matrices and A is
a Schur matrix, and 6, € A ={§: |6 — §°| < 8} with 6° and § being
constant vectors is a disturbance vector.

Definition 2. A set X c R" is called a robust positively invariant
(RPI) set for the dynamics (1) iff AX@ EA € X.

Definition 3. The minimal RPI (mRPI) set of the dynamics (1) is
defined as an RPI set contained in any closed RPI set of the dynamics
(1) and the mRPI set is unique and compact.

Theorem 1. ([33,34]) For the system (1) and considering that
A=VAV-1is the Jordan decomposition of A, the set

PO)=(x e R": Vx| <(I-|A) WV IES + 6} @ &,

is RPI and attractive for the state trajectories of (1), where 6
being any (arbitrarily small) vector with positive components and
& =(I—-A)"1ES8°. It is obtained that

1 for any 6, the set ®(0) is (positively) invariant, that is, if xo € $(0),
then x;, € ®(0) for all k> 0;

2 given@ € R", 0 > 0, and xo € R", there exists k' > 0 such that x;, €
&) forallk>k'.

Theorem 2. ([33]) For the system (1) and considering that starting
from its initial set denoted as Xy, the set sequence

X1 =AX; @EA, j=0,1,2,...,

converges to the mRPI set of (1), where X is an RPI set of (1). Moreover,
each iteration of the set sequence is an RPI approximation of the mRPI
set of the system (1).

3. Problem formulation

This section introduces the considered discrete LTI system and
the design of FDI-oriented SUIO.

3.1. System model

Consider the following discrete LTI system affected by multi-
plicative actuator faults

Xki1 = AXy + BGuy, + Ewy, (2a)
Yk = Cxg + Fry, (2b)

where A € R™™", B=[by, ..., b;,...,by] € R™P (b; is the ith col-
umn of B), E=[eq,...6j,...,e;] € R™" (e; is the ith column of
E), C € R?*" and F € RY*S are constant, k denotes the kth time
instant, x, € R" and y, € R? are the state and output vectors,
we=[ul, ... ul,... ui]T e RP (ul is the ith component of u gen-
erated by the ith actuator) and wy € R" are known and unknown
input vectors,! 7, e RS is the noise vector, and G is a p x p diagonal
matrix modeling actuator faults by G =diag(fi, ..., f;, .. .. fp), where
fi models the ith actuator. When the ith actuator is healthy, f; is
equal to 1, while if the ith actuator is faulty, f; takes a value inside
[0, 1), where 0 means that the actuator has completely failed and a
value inside (0, 1) means that the actuator has partially failed.

Assumption 1. For the system (2), the pair (A, C) is detectable.

Note that we can design a bank of observers to implement the
following proposed robust FDI method under Assumption 1.

1 For simplicity, we generally use the term unknown inputs to refer to all unknown
signals and factors (including process disturbances, modeling errors, unknown
inputs, etc.) affecting the system dynamics in this paper.



3.2. FDI-oriented design of SUIO

Following [17], an FDI-oriented SUIO design method is pre-
sented here. From (2), an augmented vector is defined as

T
v = [fiu ful o fuh o of - of], 3)

where w;‘< is the ith component of wy and vy, is a (p + r)-dimensional
vector. Correspondingly, a concatenated parametric matrix match-
ing vy isdefinedas B =[B E].

Usually, the UIO is designed to be sensitive to faults in some
actuators and insensitive to the others. If this feature of UIO is fully
employed, it is possible to obtain satisfactory robust FDI results.
Thus, in this paper, we propose to divide the augmented vector v
into three subvectors:

T
U= (k" vaud usiT ] (4)

where Uy, € RI, Uy € R2 and U3, € R3 with i+l +I3=p+T.
Note that vy includes control inputs that the SUIO does not
actively decouple, v,y includes the other control inputs and
some unknown inputs that the SUIO actively decouples while v3
includes all the remaining unknown inputs that the SUIO does not
actively decouple. Moreover, the partitioning of vy in (4) should
be done by considering the requirement of robust FDI.2 Thus, for
robust FDI, we have

1<h<p-1,1<b=<p+r-1,0<lz3<r.

Remark 1. From (4), the control input vector vy includes fault
magnitudes f; for 1 <i <. Thus, when all the actuators correspond-
ing to v are healthy, we use another notation v; j to represent
Uy such that vy j = fUy i, where f = diag(f, f2, ...fi,) and Uy =

1,2 1T
[up wp o]
Assumption 2. The control inputs uf{ for V1 <i<p are bounded.

As a result, the control input vector Uy i is bounded by a zonotopic
set U] (i.e., 61J< € U] ).

Considering the partitioning of vy, the matrix Bg can also be
rewritten into

Bz =B B} B], (5)
where B}, Bé and Bg. correspond to Uy k, Uz and Uz, respectively.
As aresult, (2a) can be transformed into

Xie1 = AXy + BLUy  + B2U, i + BRUs . (6)

Following the idea mentioned above, under Assumption 1, we
design a UIO based on (6) to decouple v, as

Zgy1 = Nz + TUq  + Ky, (7a)
Xy = Mz, + Hyy, (7b)
j}k = Cik» (7C)

where z, ¢ R" and X, € R" are the state vector of the UIO and the
state estimation vector of the system (2), respectively, N € R™",
T e R™h, K € R™4, M ¢ R™" and H € R"™*? are the parametric
matrices of the UIO.

From (6) and (7), the state estimation error vector of the SUIO
(7) is defined as

e = X — Ry (8)

2 We cannot design all the SUIOs to be insensitive or sensitive to faults in all the
actuators. But, it is allowed that one or several SUIOs among a bank of SUIOs are
insensitive or sensitive to faults in all the actuators. Otherwise, it is impossible to
make FI decisions. Thus, for simplicity, we only consider the case 1 <l; <p—1.

and the dynamics of e;, in the healthy situation of all the actuators
included in v ; can be derived as

exr1 = Noek + A1z + Aoy + A3Uq  + AgUq i

+As5U3  + Aghig1 + A7k

with

Ag=A— HCA— MK;C, (10a)
Ay =(A—HCA— MK;C)M — MN, (10b)
Ay =(A—HCA— MK;C)H — MK3, (10c)
As = B} — MT — HCB}, (10d)
A4 = B2 - HCB}, (10e)
As =B} — HCB3, (10f)
Ag = —HF, (10g)
A7 = —MK/F, (10h)
K=K +K,. (10i)

We can see that v, can be decoupled by the UIO if the con-
dition A4 =0 is satisfied. The condition to solve A4 =0 is given in
Assumption 3 (see Theorem 1 in [11] for the details).

Assumption 3. The decoupling condition rank(B%) = rank(CBé) of
U, is satisfied for the equivalent system form (6).

Moreover, by further designing the parametric matrices of the
UIO (7) such that Ay, Ay, Az and A4 are zeros and guaranteeing
stability, the dynamics (9) can be reduced into

k1 = Aoek + AsUsz i + AgMy1 + A7 (11)

In(11), only the unknown inputs included in v, are decoupled,
while the remaining unknown inputs included in vs still affect
the system. Thus, in order to implement robust FDI, we have to
further consider the effects of v5 y, 1+ and 5 on the residuals. For
achieving FDI robustness, we further propose to use the set theory
to bound their effects.

Assumption4. vsy and n; are bounded by Wi = {u3 : |U3| < Us}
and V = {n : |n| < 1}, respectively, where both U3 and 77 are known
and constant vectors.

Note that the bounding sets W3 and V can be equivalently trans-
formed into zonotopes with generator matrices denoted by Hg, and
Hg, respectively. By considering the zonotopic sets of Us i, 1+ and
Nk, a set-based dynamics of (11) is obtained as

Ei1 = No& ® AsWs @ AgV @ A7V, (12)

where & is the set of e;. It is assumed that the initial condition
satisfies eg € &y. Moreover, in order to implement robust FDI, the
residual for the UIO is defined as

T =Yk — Vi = Cey + Fny.
As aresult, the set of r, can be constructed as
Ry =CE dFV. (13)

Thus, the UIO and the set theory have been integrated in (12) and
(13) (i.e., following the so-called SUIO) for FDI robustness. Since
the SUIO is designed to be only sensitive to faults in the actua-
tors included in v 4, faults in the other actuators do not affect the
SUIO. Thus, if all actuators corresponding to vy are healthy, the
following inclusion is guaranteed:

0 ¢ ﬁk =Ry & {1y} (14)



The violation of (14) implies that some of the actuators included
in vy are faulty. Note that all sets and set operations are based
on zonotopes [32]. By using zonotopes, the set-based dynamics
composed of (12) and (13) can be equivalently transformed into
a center-generator matrix form as

€1 = Noeg, (15a)
HS, = [AoHf AsHg, AgHy AzHg], (15b)
re = Ceg, (15¢)
H = [CH{ FHy], (15d)

where ey, H, rp and H, are the centers and generator matrices of
&, and Ry, respectively.

Remark 2. When (15b) is used for iterative computation of zono-
topes, in order to avoid the explosion of order of zonotopes, the
order-reduction method in Property 3 is used to control the number
of columns of Hf in (15) at each step.

4. Optimal design of FDI-oriented SUIO

This section designs an optimal FDI-oriented SUIO aiming to
reduce the FDI conservatism of single SUIO.

4.1. Optimal FDI-oriented SUIO

The shape and size of a zonotope are completely determined by
its generator matrix. Because the F-norm of a matrix sufficiently
considers the effects of all its matrix elements, we use the F-norm
of the generator matrix of a zonotope to describe its size here (see
[32,35]). The optimality of the SUIO is based on the zonotope size
minimization [35]. Thus, the F-norm based size of &1 is given as
I€ks1llF = IIH, ; IF leading to

IEks112 = IHE, 12 = tr(HE, [ (HE, )1) (6)
= tr(AT AoHE(HE)") + tr(U)
with
M = MK, (17a)
U= HCB}Hg, (Hg, )" (BY) CTHT + MFH HIFTM'
~HCB3Hy, (Hy, ) (B3) — B3Hg, (Hy, )" (BE) CTHT (17b)

T T
+B}Hy, (Hg,) (B}) +HFHWH%FTHT.

According to(10e), the priority of designing the matrix H is to satisfy
A4=0suchthat v, is actively decoupled. This implies thatin (16),
only M can be tuned to improve the FDI performance. Moreover,
the optimal value M of M can be obtained by solving the following
equation:

OIExs1 1%
(l k:]“p)zo’ (18)
oM
where since the optimal value M" is time-varying, we use a symbol
—k . . .
M, to denote its value at time instant k as

My = (I-HOAH(HS) CT
(19)

-1
x(FHgHIFT + CHE(HE)'CT) .

By observing (17a), we know that M is a free parameter. Thus,
we set M as the identity matrix such that M = K; for brevity. Conse-

quently, corresponding to M,t, a group of the optimal time-varying
parametric matrices for (7) can be obtained:

T -1 T
H* = B[(CB) CBF] (CBE)

» (20a)
+Holl - CB2((CB2)' CB2] (CBR)').

Kz = (I-HC)AHg(HS) T

’ o (20Db)
x(FHﬁH%FT + CH(HE)'CT)

5 =(A—H'CA - M)H*, (20¢)
N =A—H*CA-M,C, (20d)
T; = B} — H*CBf, (20e)

where the optimal parametric matrices are obtained by designing
A1, Ay, Az and A4 in(10) to be zeros and Hy is an arbitrarily given
matrix with proper dimensions.

4.2. Set separation-based guaranteed FD condition

From (12) and (13), the size of R, mainly depends on the gener-
ator matrix Hy. Moreover, the group of optimal parametric matrices
in (20) also depend on H§. Thus, once the initial zonotope & with
the center ef and generator matrix Hf is given, the evolution of the
set-based dynamics (12) and (13) is fixed.

However, because the optimal parametric matrices are actually
time-varying, it leads to that (11) becomes a linear time-varying
(LTV) system instead of an LTI system. Thus, the results of Theorem
1 does not apply and it is difficult to construct an RPI set for (11)
to describe the steady-state behaviors of (12) and further estab-
lish an RPI set separation-based FD condition. This paper proposes
to construct an over-approximate dynamics with time-invariant
parametric matrices for (12) to approximately describe its steady-
state behaviors. This approximate dynamics is used to establish an
RPI set separation-based FD condition for guaranteed robust FDI
using the optimal SUIOs.

Theorem 3. For the system (2), the SUIO (7) with a group of optimal
matrices given in (19) and (20), and the initial conditioney € &, there
always exists a proper A (A > 1) that allows to find a set £ = A€ such
that e, € € for Vk > k', where the set € is an RPI set of the dynamics
€1 = Ao pek + As jx Uz k + Ag e ki1 + A7 g With

Ao =A — H*CA - M}.C, (21a)
As i = B} —H*CB}, (21b)
Ag i = —H*F, (21c)
Ag e = —M.F (21d)

and k" is an arbitrarily given value with k* > 0.

Proof. As given in (19), once ey € & is given (i.e., the generator
matrix H§ of & is given), the trajectory of MZ is fixed for all k> 0.
If we give an integer k', the time line could be divided into two
segments: 0 <k <k and k>k". Consequently, the evolution of the
set-based dynamics (12) can also be divided into two segments: &
(0<k<k')and & (k>k").

Furthermore, by considering the value ofM,*< attimeinstantk=k’
(i.e., M,’:* ), we can obtain the following dynamics with constant
parametric matrices

€1 = Ao keek + As Uz g + Ag ke Mk + A7k Mk (22)
and the corresponding set-based dynamics

i1 =N &k ® As W3 @ Ag 0 VO A7 eV, (23)



where & denotes the set of e, in (22) at time instant k.
Similarly, considering the two segments of time 0 <k <k and
k>k", we can construct a new set trajectory as

. & O0<k<k
=19 . (24)
Ec k> k*.

Since MZ* is only optimal for the dynamics (12) at time instant
k=K', it is not optimal for the set-based dynamics (23) for all k> k".
Thus, by comparing the two set trajectories &, (k> 0)and & (k> 0),
we have

IENZ < 1&N12 for k > k*. (25)

Under Assumption 4, according to (12) and (23), both &, and
&, are centered at the origin if £ is centered at the origin. This
means that £, and &, intersect with each other. Furthermore, even
though the condition [|€x 2 < || €% cannot guarantee the inclu-
sion £, C €., at least, this can guarantee that £, and €., almost
overlap with each other.

According to the notion of RPI sets, the set &, is actually the
minimal RPI (mRPI) set of the dynamics (22). Generally, although
the mRPI set cannot be obtained, we can construct an RPI set £ to
contain &, (i.e., € € &). This means that the RPI set £ has a larger
possibility to contain €. Since the scaling of an RPI set is still an
RPI set for the same dynamics, we can construct a new and larger
RPI set £ = L€ (A > 1) for (22). Simultaneously, as long as the scaler
A is sufficiently large, it is always possible to find a value of A such
that £, € €= AL

This also means that as k tends to oo, &, will enter into £ at a time
instant. It is known that, as long as the initial condition ey € &y, &
is the set of e, (i.e., ex € & for Yk >0). Thus, we know that after a
certain time instant, e, will enter into the set £. Thus, the proof is
complete. O

Remark 3. In Theorem 3, k* should be set as a large value to con-
struct the set £ Moreover, as k~ tends to co and A approaches to 1,
it increases the chance to obtain a set £ to sufficiently approximate
€. Thus, in the following theorem, we further propose a method
to obtain a proper k" able to provide sufficiently high approximate
precision for the establishment of set separation-based guaranteed
FD conditions.

Theorem 4. Given the system (2), the zonotopic iterative equation
(15b) and the SUIO (7) with a group of optimal matrices given in (19)
and (20), let Py = HY,(H}, )T for Vk* > 0. Denoting P=P., and M =

M., one has
P= (A-H*CA)(P—PCT(CPCT + FQ,FT *cp)
( ) ( ( GF) (26a)
x(A — H*CA)" +Q,
M = (A — H*CA)PCT(CPCT + FQ,FT) ™", (26b)
T
where Q = AsQg, Ag + AeQyAg, Q) = HzHE, and Qg = Hy, (H, ).

Proof. With (15b)and Py = Hf, ,(HE, )", we have

Pi-+1 = AoPee AD + AsQg, AL + AeQyAT + A7Q5AT.

With the notation of Q and by using Ag and A5 given in (21a)
and (21d), we obtain

Pyes1 = (A— H*CA — M. C)Pye (A — H*CA — M. C)'

— — T
+ M FQZFT (M) + Q. (27)

Besides, considering that MZ* is a solution of (19), we obtain

M. (CPCT + FQ,FT) = (A — H*CA)PCT,

and multiplying (m* )T on the right side of the equation above, we
have

M. (CPCT + FQuFTY(Mj.) = (A— H*CAPCT (M) (28)

By substituting (28) into (27), it can be obtained that

Peiq = (A — H*CA)(Pys — Pe CT(CPe CT + FQ,,FT)’l CPy)
(A—H*CA) +Q. (29)

Based on (20)and at k" =oo, we have Py, = Py« = Pand MZ*H =
M,. = M".Hence, by using (28) and (29), (26) can be obtained. Thus,
the proof is completed. O

Remark4. From Theorem 4, M}. converges to a constant value as
k" tends to oo, which satisfies (26). However, (26) is a Ricatti equa-
tion. Thus, we consider solving it in an iterative way and finding an
approximate value of M" with sufficiently high precision by iterat-
ing (29). Correspondingly, a proper k* can be obtained for Theorem
3 to compute a less conservative set £ of e, at steady state.

According to the results above, we provide an algorithm to
obtain an approximate value of M" with a precision € and the cor-
responding k" in Algorithm 4.

Algorithm 4. Approximation of M" with precision €

Provide an initial set & (i.e., Hf is given);

Obtain Py = H§(HS)";

Establish an approximate precision €;

Iterate (29) with the initial value Py;

Define a criterion Py« 1 — Py« < €l;

Iterate (29) to obtain a proper k;

Obtain an approximation of M" with precision €;

Construct € in Theorem 3;

return k', M. and ;
Note that the dynamics of state estimation error vector ey in
(11) correspond to the healthy situation of the actuators included
in Uy . If there are faults in the actuators included in vy  (i.e., there
are fault magnitudes f; in vy that are not 1), the dynamics (9) is
changed into

el

k+1 =

O 0N U WN =

Aoe’,,< + A1z + Aoy + AgUa i
+AsU3 i + (BLf — MT — HCBLE)U, (30)
+A6Nks1 + A7mg,

where eli denotes the state estimation error vector of the SUIO (7)
in the faulty situation. Under the conditions that A1, A, A3 and
A4 in (10) are zeros, the dynamics (30) is reduced into

el

i1 = Ao€l +(BLf— MT — HCBLE)D,

(31)
+As5U3  + Agiq + A7

Similar to Theorems 3 and 4, a proper time instant kjf is selected

(i.e., MZ;) to construct an approximate dynamics

e

= Ao,k;e{( + (B — MT — HCBLF)U,

(32)
+A5,kf* Uz i+ As,k; N1 + A7.k; Nk-

Under Assumption 2, an RPI set can be constructed for e{{ by
using (32). By means of Theorems 3 and 4, this RPI set can be used to
construct a set Ef to contain e{( at steady state of the corresponding
faulty situation. Thus, a set separation-based FD condition for the
SUIO (7) is provided by Theorem 5.



Theorem 5. For the system (2) and the UIO (7) with a group of opti-
mal matrices given in (20), if a fault f in the actuators corresponding
to the input vector Uy y occurs, then this fault f can be detected under
the condition R N Ry = @, where R = CE® FV and Ry = C&; & FV.

Proof. The proofis straightforward and omitted here. O

5. Optimal guaranteed robust FDI

This section proposes an optimal guaranteed robust FDI
approach, which involves two layers. The first layer is devoted to
designing single optimal SUIO as presented in Section 4. The sec-
ond layer focuses on an optimal observer configuration for a bank
of optimal SUIOs, which is presented in this section.

5.1. Partitioning of Control Inputs

In Section 4, an optimal SUIO is designed to be sensitive to faults
in [; actuators and insensitive to faults in the other p — I; actuators.
Here, we consider the use of a bank of SUIOs to implement robust
FDI as follows: if we design each SUIO to be only sensitive to faults
inadifferent group of actuators, it is possible for the bank of optimal
SUIOs to implement both robust FD and FI. This is the idea of the
proposed FDI approach.

Since there are p actuators equipped in the system, theoretically,
we have N, = Cll,l ways to design an SUIO to be only sensitive to
faults in l; actuators. Considering that [y can take p — 1 different
values (i.e.,, l; =1,2,...,p— 1), the total number of possible optimal
FDI-oriented SUIOs for the system (2) is obtained as

Nr =N+ N2+ +Np 2+ Ny, (33)

where, as given above, j, = C}} forall1<lj <p-1.

To explain the proposed approach, we label the p actuators with
the indices from 1 to p, respectively, and define an index set to
describe a combination of I actuators. In total, there are A, index
sets and these A, index sets together form another set S;, describ-
ing all the A, combinations of [; actuators as

Sy = Ui i ) (34)

where]Jﬁ isthejthindex set describing a combination of [; actuators
with 1 <j <M, and is denoted as

T =i ot Ji ), (35)

where t denotes the index of the actuator]’l among the combina-
tlon]’1 with 1 <jl1 <pand1<t<h.

Example 1. We consider a system with 4 actuators to explain
the different notations defined above. In this example, we could
have 1<l; <3 with M1 =C} =4, N> =C2 =6, ./\/’3_ =4 and
Nr=14. When designing SUIOs to be sensitive to faults i 1n 2 actua-
tors, the index set S, = {J7,J7,J2,J2,J2,J2} with J? = (1, 2} (]1271 =1
and]%q2 = 2),]% ={1,3} (]%1 =1 and]i2 = 3),]% ={1,4) (]i1 =1
and]iz = 4),]‘% =1{2,3} (_]i1 =2 and]iz = 3),]? = {2, 4} Uél =2
and];2 =4)andJ2 = (3,4} Ué,l =3andJ2, = 4).By using the same
idea above, the index sets S; and S3 can be obtained as well.

5.2. Partitioning of unknown inputs

In Section 5.1, partitioning of control inputs is considered in
detail to obtain an optimal observer configuration for detection and
isolation of faults in all the system actuators. However, in the case
of robust FDI, we still need to further analyze the effect of unknown
inputs to reduce the FDI conservatism as much as possible from the
viewpoint of FDI performance.

In Section 4, when designing an optimal SUIO for the system (2),
all the unknown inputs are divided into two groups, where the first
group is included in v, and the other group is included in U5 .
According to the idea in Section 4, the first group is arranged to be
actively decoupled by the SUIO, while the second group includes
the remaining unknown inputs that the SUIO is unable to further
actively decouple. Actually, in the proposed design, all the unknown
inputs are expected to be decoupled (i.e., let U3 ; be empty). In this
way, we are able to achieve not only robust FDI but also the least
FDI conservatism with respect to the unknown inputs. However,
due to the limitation of active decoupling ability of the SUIO, in
general, we have to leave some unknown inputs into vs ; and then
passively consider their effect by using the set-theoretic methods.

Assumption 5. Each single unknown input included in wj has the
same effect on the sizes of residual sets.

Assumption 6. Without loss of generality, it is assumed that all
the outputs of the system (2) are independent of each other.

Theoretically, we could obtain the situation in Assumption 5
by adjusting the parametric matrix E of wy in (2). Thus, based on
the partitioning of control inputs included in vy ; (see Section 5.1),
our main objective here is to optimize the number of unknown
inputs included in v5 as small as possible. According to [11], the
number of unknown inputs that a UIO can actively decouple is
not larger than the number of independent system outputs. If we
consider designing an optimal SUIO to be sensitive to faults in 4
actuators, it means that the number of control inputs included in
U, that the SUIO needs to actively decouple is p — I;. Thus, under
Assumption 6, we can know that if p — I; > g, the SUIO cannot decou-
ple any unknown input (i.e., Uy cannot include any unknown
input and all the unknown inputs should be included in vsy), i.e
1<h<p-q-1.

This implies that when analyzing the effect of unknown inputs
on robust FDI, the two cases below are considered:

e Case 1 (1<l; <p-—q-1): there do not exist SUIOs that is able to
decouple all the remaining p —I; control inputs included in U, .
As a result, we cannot design optimal SUIOs for this case. Thus,
this case is omitted;

e Case 2 (p—q<ly<p-1): In this case, it is possible to decou-
ple all the remaining p —I; control inputs included in v, and
some unknown inputs. As a result, we should analyze the effect
of unknown inputs on the FDI conservatism for each value of [
and obtain the shortest (i.e., optimal) vector U3 of each value of
l; for optimal robust FDIL.

Thus, from the optimal FDI performance point of view, we
mainly need to analyze Case 2. If considering different values of
l; in Case 2, there are totally g situations (i.e., each value of I; cor-
responds to one situation) that should be analyzed. Moreover, for
eachsituation, we have Aj, combinations of I; control inputs. Thus,
the total number of combinations of I; control inputs in Case 2 is
obtained as

Ny =Np_qg+Np_gt1 4+ +Np_2 +Np_1. (36)

In order to explain the idea optimizing U3 for each combina-
tion, we consider the combination Ji included in Sy, (see (34)) as
an example. In this combination, the control inputs in u; are par-
titioned into two subvectors: one corresponding to v including
l; control inputs and the other one corresponding to v, includ-
ing p —l; control inputs. For convem’ence these first and second
subvectors are denoted as uj,1 and u’ , respectively and the par—

Jl
titioning of the input matrix B corresponding to u, and ul]
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I
denoted as Bi' and B’J respectlvely This means that the vector
) and B’ ulJ

Buy, is divided into B]J u,

Similar to the analysis of control inputs in Section 5.1 and the
contents above, we also need to partition the unknown input vector
wy. First, the number of unknown inputs included in v, is denoted
asly suchthatl, =r—I3.Ifwe wanttodecouple U, L =p -l +ly <q
should be satisfied. As a result, we have

1<ly<q-—p+1. (37)

Thus, we should select [, unknown inputs out of r unknown
inputs of wy. Theoretically, the number of combinations of I,
unknown inputs is U, = Cle. As shown in (37), I, can take g —p+1
values, each value corresponding to one situation. Thus, there are
q — p +1; situations considering all values 1 <[, <q—p+1[; and each
situation includes U, = Cl+ combinations. Consequently, for the
system (2), the total number of combinations to select [, unknown
inputs for v, is denoted as

Ur=U +Up+-- +U, + - +Ugpy),- (38)

Similar to Section 5.1, the r unknown inputs included in w; are
labelled by the indices from 1 to r, respectively. Similar to the set
Sy, we define an index set to describe a combination of [, unknown
inputs. Totally, there are ¢4, index sets for one situation selecting
Iy unknown inputs and we define another set T;, to describe all the
U, combinations as

= (e T Tl ...,Illylu}, (39)

i

where Ii’“ istheithindex set describing a combination of [, unknown
inputs with 1 <i <14, and

= ) (40)

i,t
where t denotes the index of the unknown input I:uf among the

combination Ilu with1 < I’u <rand1<t<l,.

Without loss of generallty. we consider the combination I’u in
(40) as an example to show the partitioning of w,, for snmp11c1ty In
this case, we select I, unknown inputs to compose the vector U,
and then design an optimal FDI-oriented SUIO to decouple v,y for
FDL. In this combination, all the unknown 1nputs in wy, are divided

into two groups: the ﬁrst one is denoted as w, while the second

. Correspondingly, the vector Ewy, is divided

g
I u
into E" w, and E’l w: .

Based on the aforementioned analysis on the comblnatlon]’1 of
control inputs and the combination I’" of unknown inputs, a partl—
tioning of all the control inputs and unknown inputs as shown in
(4) and (5) can be obtained (i.e., forming a group of Uy x, Uz, Us s
B}, B2 and B3 as shown in (6)):

one is denoted as a),

Jh
U1,k :u,ﬁ . (413)
T
- T
U =1, J: u , 41b
2,k [(“13 ) (wkl ) ] ( )
’Il.l
U=, , 41c)
3,k k (
1
Bl =B, (41d)
B2=[g)' gl (41e)
Iy
B} =Eli. (41f)

Furthermore, we need to verify whether the partitioning of con-
trol and unknown inputs in (41) allows the design of the SUIOs. This
verification can be done by testing the decoupling condition given

in Assumption 3. lfB% obtained in (41e) satisfies its corresponding
decoupling condition in Assumption 3, it is considered that this par-
titioning can be used for the FDI-oriented SUIOs (i.e., Uy ; obtained
in (41b) may be actively decoupled). Otherwise, the partitioning in
(41)is discarded. We see that a partitioning of control and unknown
inputs is determined by a pair ofj]’1 and I'». Thus, we use a pair U’l
Il”) to denote a partitioning of u;, and wy for brevity.

As analyzed and explained above, for each element of S, for
all p—g<Ily <p-1, we can obtain all its corresponding partition-
ings (]}1, I!v) enabling the design of the SUIOs and simultaneously
including the largest number of unknown inputs into vy (i.e., I
takes its allowed largest value). However, the detection and isola-
tion of faults in all the four actuators are based on a precondition
that any SUIO out of a bank of SUIOs can guarantee the detection of
faults occurring in the actuators whose control inputs are sensed
by this SUIO. Thus, all the obtained optimal partitionings (]}1, Ilv)
should further satisfy the set separation-based guaranteed robust

e . —Jh
FDI condition in Theorem 5. Moreover, we use the notations RJJ i

__Jh gl
and ’Rfj ' to denote the healthy and faulty sets of the partitioning

(J]ﬁ ) [l!u )

As a result, with respect to uj and wy, all the obtained optimal
partitionings (]}1 ,I') owning the FDI-oriented SUIOs and satisfying
their corresponding guaranteed robust FDI conditions are collected
into a set O. Thus, from this optimal FDI viewpoint, robust FDI
should be implemented by choosing a group of optimal partition-
ings of control and unknown inputs out of the set O, designing a
bank of optimal FDI-oriented SUIOs for them (each SUIO for an opti-
mal partitioning) and analyzing the residuals of this bank of SUIOs.
The whole design method and procedure above are summarized
in Algorithm 5. Note that as the number of control and unknown
inputs/system dimensions increases, the complexity of Algorithm
5 also increases. However, due to that all the analysis done in Algo-
rithm 5 is offline, this increase of complexity originated from the
number of control and unknown inputs/system dimensions does
not significantly increase the online computational complexity of
the proposed robust FDI method. For example, we could use Mat-
lab codes to implement the offline analysis in Algorithm 5 and
effectively handle this kind of complexity increase induced by the
number of control and unknown inputs/system dimensions.

Algorithm 5. Partitioning of control and unknown inputs

1: forli=p—q:p-1do

2: forj=1:M\, do

3: Obtain all index sets]jﬁ ;

4: end for

5: end for

6: Obtainall 5, forp—q<li<p-1;
7: forly,=1:q—p+l; do

8: fori=1:u, do

9: Obtain all index sets If“;

10: end for

11: end for

12: Obtainall Ty, for 1<l, <q—p+l;
13: Define a set O to include all optimal partitionings;
14: forli=p—q:p-1do

15: forj=1:M\, do

16: forl,=q—p+lL:1do
17: fori=1: ulu do

18: if rank [B’J l ]? = rank(C[B’J g ]) then
g N

19: ifR i me’ ' =@ then

20: Put the pair (I]?l , 1) into the set O;

21: Break;

22: end if

23: end if

24: end for

25: end for

26: end for

27: end for

28: return O;



Example 2. This example considers p =4 actuators, r=3 unknown
inputs and g =3 independent outputs to explain the method parti-
tioning the control and unknown inputs. According to the proposed
method, Case 2 classified in Section 3.1 has 1 <y <3 and Nyr=14:

e when I;=1: S; = {},J3,J3,J3} with J! :{1}011,1 =1) and ]} =
(2,3,4).J) = (2) U1, =2)and ] = (1,3.4).J1 = (3)01, = 3)and
J3=11,2,4),andJ} = (4) U}, = 4)and J; = (1,2, 3);

e whenly =2:S, ={J2,J2,J2,)2,J2,J2} with J? = {1, 2} (121 =1and
]12_2)and]1 {3, 4} ]2 ={1, 3}(/21 _land]22_3)and]2_
{2,4},]3 ={1, 4} (13’1 =1 amd]&2 =4) and]3 =1{2,3} .]4 =1{2,3}
(U2, =2andJ2, =3)and]; = (1,4).)2 = (2,4) (2, = 2and 2, =
4) and]ﬁ ={1,3},and J2 = (3,4} UéJ =3 and]é2 =4) and]é =

. {quii{zl =3:S3=y3,13. 3, )3 withJ3 =(1,2,3}(3 ; = 1,J3 , =2
andj3, = 3)and]} = (4),J3 = (1,2,4) (02, = 1.J3, = 2and 3 , =
4)andJ5=(3), 3 =(1,3,4) 03, = 1,J3, =3 and J3 , = 4) and

B=@1B=23.402, =23, =3and, =4)and ], = (1)

Moreover, taking the combination j% ={1,3} as an exam-

[f2u2 f4uk Blz =

o g
[b1 b3 ]andl?»’2 =[by by ]forexplaining the meanmgoful ,ui ,
81" and B .

Furthermore, according to the idea partitioning the unknown
inputs above, for the combination /4 =1, I, takes no values, which
is ignored. For the combination [; =2, we have [, = 1. For the com-
bination l; =3, we have 1 <[, <2.

Without loss of generality, we take I;=3 and 1<[,<2 as an
example to show the idea partitioning the unknown inputs above.
Thus, we have U; = 3, U, = 3 and Uy = 6 with

J2 T J
ple, we have “12 =vy=Lhu] fru}] u’2 =

o whenly=1:Ty = (I}, I, 1y with I! = {1} (1] , = 1) and T} = {2, 3},
=21, =2)and T, ={1,3), and I} = (3} (I}, =3) and T =
2y ’
e when I, =2: I, = {I?, I3, I3} with I? = {1, 2} (12 l=1amd1122=2)
andl? — (3,2 = (1,3} (2, — 1and 2, — 3)and [ — (2),and 2 —

(2,3)(2,=2and 2, =3)and T; = (1}.

Similarly, considering the combination I} = {2} as an example,

2
k’ I
for explaining the meaning of a)k , a);{ , Ei and E’i . Thus, when
Iy =3 and 1 <1, <2, we could obtain the optimal partitionings of
control and unknown inputs:

we have wk =w w [wk a)lﬁ ] E' = [ez] and E’z =[e; e3]

e Case1(J} =

we should test the criterion rank([B]1 E' h= rank(C[B’l E' “D for

all 1<l <21 and 1 <i<U, to obtain the shortest vector wk
matching u’f] to compose an optimal vector Uy ;

e Case 2 (12 _{1 2,4} and 1<, <2), Case 3 (13 ={1, 3,4} and
1<I,<2) and Case 4 (]2 =1{2,3,4} and 1 <1, <2): similar idea
to Case 1 can be used for these three cases to obtain their optimal
partitionings of control and unknown inputs, respectively.

{1,2,3}and 1 <[, <2): based on the analy51s above

Remark 5. For each combination above, the optimal partition-
ings of control and unknown inputs may not be unique (i.e., the

shortest vector U3, may not be unique). Thus, for all combinations
included in Sy, forp—q<I <p—1, we define a set O to contain all
their optlmal partitionings (described by pairs U’l I’“)) together.
Furthermore, from the optimal FDI performance pomt of view, we
could select a group of pairs out of the set © to design a bank of opti-
mal SUIOs, where each SUIO is designed to actively decouple the
vector U, described by an optimal pair. As a result of the optimal
partitionings of control and unknown inputs, we can make full use
of the potential FDI performance of the FDI scheme using a bank of
SUIOs.

5.3. Optimal guaranteed robust FDI algorithm

The set O includes all the optimal partitionings of control and
unknown inputs for the system (2). This implies that we need to
design the optimal configuration of observers by selecting a group
of pairs (]}1 ,Ilv) out of the set ©. Then, we further design a bank of
optimal SUIOs to be sensitive to the control inputs included in vy
and insensitive to U, , where each SUIO matches a pair of optimal
partitioning of control and unknown inputs of the designed optimal
observer configuration.

For convenience, we make a classification of all the elements of
the set O©.For each pair (]}1 , Il!u )inthe set O, it corresponds to a group
of Uy k, Uy and vs . Thus, we collect all the pairs in O that has the
same number of unknown inputs included in U3 into a new set
Oy, as defined in Section 3.2, I3 denotes the number of unknown
inputs included in v, of these pairs. Based on this classification,
all the pairs of the set O can be divided into several small sets Oy,
with 1<I3 <I3 max (I3,max denotes the maximal value of I3 among
all the pairs in the set ©). For the set O, I3 may not be able to take
all the integers of the interval [1, I3 n.]. However, for brevity of
explaining the proposed optimal robust FDI algorithm, we assume
that I3 can take all integers inside [1, I3 pqx] and thus the set O can
be equivalently denoted as a set of a group of the sets Oy, i.e.,

0= {013 1< 13 = l3,max}- (42)

In order to reduce the FDI conservatism as much as possible, we
should select the pairs out of O}, with smaller I3 in priority (i.e.,
the criterion to assess the optimality of an observer configuration).
Thus, we first analyze the pairs in the set ©;.If we can select a group
of pairs out of O to design a bank of SUIOs able to detect and isolate
faultsin all p actuators, we can take these SUIOs as the final observer
configuration. Otherwise, we need to continue to select some other
pairs out of ©, together with the pairs from ©; to design a bank
of SUIOs for detection and isolation of faults in all the actuators.
Thus, the worst case is to finally consider the pairs from Oy, .
Consequently, in this way, we could design a bank of optimal SUIOs
sensitive to the least unknown inputs and could simultaneously
detect and isolate faults in all the actuators. Eventually, we could
use this optimal observer configuration to design a bank of optimal
SUIOs to achieve the FDI optimality.

Example 3. In order to help the readers understand the proposed
idea above, we consider again Example 2 in Section 3.2 to explain
the proposed optimal guaranteed FDI algorithm. In this case, it is
assumed that the set O is obtained as

0 ={01,0,) (43)

31, (13, 4 {1}) ( 2 3 2})}

Accordmg to the proposed idea above, we first consider the ele-
ments of the set ©;. Thus, if designing two SUIOs 1 and 2 to match
the pairs ({1, 2,3}, {1,2})and ({1, 2,4}, {1, 3}), respectively, we can
obtain a fault signature matrix in Table 1(a) (note that the element
1 in Table 1 means that the SUIO can detect faults in the actuator,
while the element 0 means the opposite). By observing the fault
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Fig. 1. Logical flow chart of optimal robust FDI method.

Table 1
SUIO partitionings of Example 3.
Faults SUIOs
() (b)
1 2 1 2 3
In Actuator 1 1 1 1 1 1
In Actuator 2 1 1 1 1 1
In Actuator 3 1 0 1 0 0
In Actuator 4 0 1 0 1 0
Faults SUIOs
() (d)
1 2 4 1 2 5
In Actuator 1 1 1 0 1 1 0
In Actuator 2 1 1 0 1 1 1
In Actuator 3 1 0 1 1 0 1
In Actuator 4 0 1 1 0 1 0

signature matrix in Table 1(a), it is known that faults in the actua-
tors 1 and 2 can be distinguished from faults in the actuators 3 and
4 while faults in the actuators 1 and 2 cannot be distinguished from
each other.

This means that for isolating faults in the actuators 1 and 2, we
need more SUIOs and should further analyze the pairs in ©,. Thus,
if designing SUIOs 3, 4 and 5 matching the pairs ({1, 2}, {3}), ({3,
43}, {1})and ({2, 3}, {2}), respectively, and select an SUIO out of the
SUIOs 3, 4 and 5 to work with the SUIOs 1 and 2 together for robust
FDI, we can further obtain fault signature matrices in Table 1(b)-(d).
By analyzing the fault signature matrices in Table 1, we can see
that the observer configuration in Table 1(d) can be used to distin-
guish faults in all the four actuators. As a result, it can be concluded
that the SUIOs 1, 2 and 5 could be the optimal observer configura-
tion in this example. Moreover, its optimality consists in that this
observer configuration needs the least SUIOs for robust FDI of all the
actuators and the SUIOs are affected by the least unknown inputs.
Besides, all the three SUIOs are also designed to be optimal SUIOs
as already introduced in Section 4.1.

In Example 3, if we cannot find an SUIO from the set O, to
form the optimal three-observer FDI configuration, the proposed

method further finds another SUIO from the set ©, to form an
optimal four-observer FDI configuration. Theoretically, the proce-
dure to find an optimal observer configuration for robust FDI of all
the actuators ends until all the SUIOs from the set O is completely
considered.

Remark 6. The criterion to choose an optimal observer con-
figuration includes two aspects. Under Assumption 5, the first
aspect consists in minimizing the total number of unknown inputs
included in a bank of optimal SUIOs together (i.e., for each SUIO out
of a bank of SUIOs, we have the corresponding number of unknown
inputs in the corresponding vector vs ;. The minimization objective
is to obtain the least total number of unknown inputs of all SUIOs
included in their corresponding vectors vs ). The second aspect
consists in minimizing the number of SUIOs included in an observer
configuration. This means that if there exist several observer con-
figurations that have the same total number of unknown inputs, we
further choose an observer configuration out of them such that the
chosen observer configuration has the least number of observers.
It should be mentioned that the former is prior to the latter. Addi-
tionally, for a particular robust FDI application, the chosen observer
configuration based on these two rules may not be unique and we
could select any optimal observer configuration among them as the
final optimal observer configuration for the implementation of the
robust FDI application.

Remark 7. As shown in Section 5.3, an optimal observer config-
uration provides a fault signature matrix as in Table 1(d), where
faults in each actuator are labelled by a unique fault signature vec-
tor. Thus, online, the proposed FDI algorithm makes FD testing (14)
for all the SUIOs and composes a real-time fault signature vector.
As aresult, a fault is detected if the criterion (14) is violated for an
SUIO. Furthermore, the fault can be isolated by matching the real-
time fault signature vector with the off-line obtained fault signature
matrix.

Additionally, in order to help the readers accurately understand
the contributions of this paper, we also present a logical flow chart
in Fig. 1 to summarize the whole implementation of the proposed
robust FDI method including the procedures of designing optimal
SUIO and optimal observer configuration.



Fig. 2. The four-tank system taken from [36].

6. Application: the four-tank system

This section presents the application of the proposed FDI
method to a four-tank system as shown in Fig. 2. The four-tank
system can be approximated by the nonlinear model [36]:

dhy as "
a - AV 2ghy + Y% 2ghs + 36004 9%

__B J ‘L4 / _n
E =72 2gh; + 2ghy + 3600Aqb’
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4 _ 9B eh, + T

g A &3 3600Aqb 3600ch’
dhy _ _ds pop oo

r =" a V2 3600Aqa 3600ch’

where g and h; satisfy the following physical constraints: Qjmi“ <
gj < Q].max(j =a, b, c)and Hl.mi“ <h; < Hl.ma"(i =1, 2, 3, 4), where
Qmin — 0, Q2 = 2.5, r=0.5, and the values of the other parame-
ters of the four-tank system can be found in [36]. The inputs are

the water flows through the three pumps denoted as qq, g, and qc
and the states are the water levels of the four tanks (hq, hy, h3 and

hy).
Considering the convenience of linearizing operation, we define

new state variables x; = ﬁ(i =1, 2, 3, 4) and the original nonlin-
ear model can be transformed into

method. Thus, the new states of the linearized model are given

as Axj=x;—x) = \/iTi— \/h? and the inputs are Agj =gq; - q]Q,
wherei=1,2,3,4andj=aq,b, c. The linearized model is obtained as
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Furthermore, in order to obtain a discrete-time linear model from
the above continuous-time linear model around the equilibrium
pointx? and q? withi=1,2,3,4andj=a, b, c, we take the first-order
forward Euler difference method to implement the discretization
and the sampling period T is set as T = 10s. For simplicity, in the
following simulations, we use the k-th step to represent the time
instant t=kTs. For the convenience of simulation, we consider that
the outputs of the discrete-time linear model are the system states.
We assume that all the outputs can be measured with some sensors
equipped in the four-tank system under the effects of measurement
noises.

Therefore, the resulting matrices of the linear model are
obtained as

0.8769 0 0.0869 0
A 0 0.8581 0 0.0838
0 0 0.9111 0 ’
o0 0 0 09159
[0.0175 0 0
B— 0 0.0232 0 and
0 0.0351 0.0293
_0.0407 0 0.0291
1 0 0 O
0100 N . .
C= 0010l The distribution matrices of the unknown
0 001

inputs in w;, and the measurement noises in 7 are given as E =
0.7142 0.5310 0.4978 0.2404
0.3080 0.7151 0.9360 0.6849
0.6712 0.5048 0.3893 0.8393
0.6524 0.4880 0.1171 0.9701

0.2152 0.5100
0.7603 0.4956

0.3020 0.7753
0.0896 0.1794

F=105841 06514 08260 0.1094
0.4030 0.7437 0.3896 0.9052
It is given that
0 0001 0 0 0
o 0 0001 0 0o |,
G eW=|5|®1 o 0o 0001 o |Pand
0 0 0 0  0.001
07 0001 o© 0 0
o 0001 0 0 | .
meV=1g|® o o001 o |%
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dxg a1 g+a3\/§><3+ rda 1
dr 2 7200A X’
dx; \/7 ag rgp 1
dat * 72004 %,
dxs g 1 - r2 Qb rqc 1
dt A 2 7200A x3 '« 7200A x3°
dxg a4 g 1-rga, 1-7 qc
dt A 7200A X4 7200A x4 "

In order to verify the proposed FDI method, we can further
obtain a linearization model around the equilibrium point defined
by x and qJQ withi=1,2,3,4andj=aq,b,c(q?
the other parameters are displayed in [36]) by using the Jacobian

= 0 and the values of

The inputs u; - q;

Ug [
up e U=
Uc i

1.5
1
2

- qj‘?, (j = a, b, ¢) are bounded by

01 0 O
®| 0 01 0 |B.
0 0 01

In this example, there are three control inputs, four system
outputs and four unknown inputs. Thus, based on the proposed

method, the set O is obtained as © =

{01, O3, O3} with
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In order to illustrate the effectiveness of the proposed method,
we consider three fault scenarios:

O‘l = {({1 2 3}7{17273})1({152 3}3{273 })1
({1,2,3},{1,2,4), ({1, 2,3}, {1, 3,4})},
0= {({1,2},{1,2}), ({1, 2} {] 3})7({1» ), (1, 4)),
({1,2},{2,3}), ({1 4), ({1, 2}, {3, 4),
(11,3}, {1, 2}), ({1 3 {1 31, ({1, 3}, {1, 4)),
(11,3}, {2,3}), ({1, 3}, {2, 4}), ({1, 3}, {3, 4}),
({2, 3}, ( 1 2}),({2,3),(1,3)), (12, 3}, (1, 4)),
(12,3}, 273}) (12,3}, {2 4}) (12,3}, {3, 41
O03= {(( , ({1}, {4)),
(
{

(1
{2} ,{4})
31 {4}

e Scenario I: the first actuator (the left pump in Fig. 2) is faulty,
while the other actuators (the middle and right pumps) are
healthy, i.e,, fi=0.3,f;=1and f3=1;

e Scenario II: the second actuator (the right pump in Fig. 2) is faulty,
while the other actuators (the middle and left pumps) are healthy,
ie,fi=1,f,=06andf3=1;

e Scenario III: the third actuator (the middle pump in Fig. 2) is
faulty, while the other actuators (the left and right pumps) are
healthy, i.e, fi=1,f,=1and f3=

Our objective is to design a bank of optimal SUIOs with the
smallest number of unknown inputs included in v3 j to reduce the
FDI conservatism, and the designed SUIOs should satisfy guaran-
teed FDI conditions. Moreover, we should decrease the number of
SUIOs as small as possible to reduce the complexity of the proposed
FDI algorithm. Therefore, under the guaranteed FDI conditions, the
optimal SUIO configuration pairs are

@ {({1,2}, {a",a®}). ({2, 3}, {@®, a*})}, d'=1,2,3,4,d" + d(i,j=1,
2,3,4,1 +]);

{
2,3, 4,1 +7);

(0 {({2, 3} {c", 2}, ({1, 31 {3, )} =1,2,3,4,¢ + d(i,j=1,
2,3,4,i + j).

Without loss of generality, we choose one optimal observer
configuration from all the obtained optimal configuration pairs to
verify the proposed FDI algorithm, i.e., {({1, 2}, {1, 2}), ({2, 3}, {1,
2})}. This means that we only need two SUIOs to implement robust
FDI. Particularly, SUIO 1 is designed to be sensitive to the faults
occurred in the actuator 1 (the left pump) and the actuator 2 (the
right pump), and w4, and w,} are decoupled actively, while w3
and w, , are decoupled passively by using their bounds to guaran-
tee FDI robustness. SUIO 2 is designed to be sensitive to the faults
in the actuator 2 (the right pump) and the actuator 3 (the middle
pump), and w;  and w, i are decoupled actively, while w3, and w4
are decoupled passively to guarantee FDI robustness.

In order to clearly illustrate the effectiveness of the designed
optimal SUIOs, we consider comparing two classical guaranteed
robust FDI methods with the optimal SUIO-based method proposed
in this paper. The first classical FDI method is based on the invari-
ant set theory. The detailed introduction on the invariant-set based
FDI method can be referred to [23,28,29]. The second algorithm is
implemented based on the process that we do not design the opti-
mal parametric matrices while only use some proper parametric
matrices guaranteeing the stability of SUIOs to implement FDI. In
this case, the designed SUIOs are stable but do not own optimal-
ity proposed in this paper. Here, we denote this kind of SUIOs as
ordinary SUIOs.

For the invariant set-based guaranteed robust FDI method, the
observer gain matrix under the Lunberger observer framework cor-
responding to the healthy situation is designed as

—0.0231 0 0.0869 0
Ly = 8 0'3381 03(111 0'0538 and the remaining
0 0 0 0.6159

observer gain matrices corresponding to the three kinds of faulty
situations are designed as

(05769 0  0.0869 0
,_| © o138 o0 00838
0 0 02311 o0 |
0 0 0 04259
[0.0769 0  0.0869 0
L_| © 02681 0 0088 .
0 0 06311 0
| o 0 0 0.7659 |
(04269 0 0089 0 ]
L,_| 0 03181 0 00838
0 0 02811 0
0 0 0  0.4859

For the design of two ordinary SUIOs, the parametric matrices
of the first ordinary SUIO are given as

[0.5114 0.4539
0.1455 0.1687
0.5375 0.3759
| 0.8955 0.2676

0.9861
0.8990
0.6307
0.3103

0.5589
0.7742
0.0822
0.7278

[—0.9467
0.0009
—0.0035
| 0.0043

0.0011
—0.9797
—0.0011

0.0014

—0.1939
—0.0550
—0.7606
—0.2561

0.1967
0.0558
-0.2124
—0.7002

K]:

and the parametric matrices of the second ordinary SUIO are

[2.7411
3.8355
4.1458
| 2.1831

4.9067
5.0156
2.5468
4.3818

1.3606
6.7283
5.3861
5.7705

2.4404
4.7874
1.5716 | °
1.1970

H():

[—0.8720 0.0008
1.3959 -0.9659

—0.3497 -0.0035

| 0.8788  0.0089

—0.0450
—0.8057
—0.7681
—0.5072

—0.0350
—0.6255
0.1567
—1.3538

Given Hy and K7, the values of the remaining parametric matri-
ces of two ordinary SUIOs can be computed based on the unknown
inputs decoupling conditions. The configuration of these two ordi-
nary SUIOs is the same with that of the optimal SUIOs 1 and 2.
Thus, the configuration of the first ordinary SUIO corresponding to
({1,2},{1,2}) is same with that of the optimal SUIO 1 and the config-
uration of the second ordinary SUIO corresponding to ({2,3},{1,2})
is same with that of the optimal SUIO 2. The difference of these
two groups of SUIOs only lies in whether the designed parametric
matrices are optimal or not.

For the optimal SUIO 1, the related parameters are set as Hy =
0.5114 0.4539 0.9861 0.5589
0.1455 0.1687 0.8990 0.7742
0.5375 0.3759 0.6307 0.0822
0.8955 0.2676 0.3103 0.7278

cision is given as €=10-10 and A =1. By iterating (29), we can find
the proper k™ = 6. For the fault in the actuator 1, k* = 9, and for the
fault in actuator 2, k]: =10.

and the approximation pre-



Table 2
Each component of interval hulls of residual sets.

inv inv,1 inv,2 inv,3
R ’R,f ”Rf Rf
(~0.023,0.023)  (-0.034,-0.018)  (-0.013,0.013) (~0.007,0.007)
(~0.008,0.008)  (-0.013,0.013) (~0.034,-0.011)  (—0.009,0.009)
(-0.010,0.010)  (-0.011,0.011) (~0.029,-0.010)  (—0.060,—0.035)
(~0.008,0.008)  (-0.098,—0.069)  (—0.007,-0.007)  (—0.0406,—0.021)
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Fig. 3. Results on whether the residual sets are separate for the invariant set-based
FDI method.

For the optimal SUIO 2, the related parameters are set as Hy =
2.7411 4.9067 1.3606 2.4404
3.8355 5.0156 6.7283 4.7874
4.1458 2.5468 5.3861 1.5716
2.1831 4.3818 5.7705 1.1970
cision is given as €=10-10 and A = 1. By iterating (29), we can find
the proper k” =5. For the fault in the actuator 2, k* = 8, and for the
fault in actuator 3, k} = 8.
The initial conditions for the two optimal SUIOs 1 and 2 are given

001 O 0 0

0 001 O 0

0 0 001 O

0 0 0 0.01
separation conditions of the three guaranteed FDI methods, which
are the premise to achieve guaranteed FDI performance.

Regarding the traditional invariant set-based guaranteed robust

FDImethod, the intervals of each component of residual sets includ-
ing one healthy set and three faulty sets are shown in Table 2. RI™
denotes the residual set when the system operates in healthy situa-

tion. ﬁ}"v’l (i=1,2,3)denotes the residual set when the ith actuator
is faulty.

For the convenience of presentation, here we compute the union
of the three faulty sets on each component and check whether the

healthy residual set is separated from the union of faulty sets. That
—inv

and the approximation pre-

asHj = .We should first verify the set-

SRy = 'R}”"’] U ’R}""’Z U ’R}”"’3 .The results on whether the sets of
each component are separated from each other or not are shown
in Fig. 3.

Specifically, the four components of the healthy residual set Rinv
and the faulty residual set ﬁ}"v are displayed in the four subplots
of Fig. 3. The red region represents the healthy set R, while the

blue region represents the faulty set ﬁ}m’. Note that, the region
height has no meaning and what we concern is whether there
exists an overlap on the abscissa axis, i.e., set intersection on the
abscissa axis. According to Fig. 3, we can find that the healthy resid-
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Fig. 4. Results on whether the residual sets are separate for the first ordinary SUIO.
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Fig. 5. Results on whether the residual sets are separate for the second ordinary
sulo.

ual set R™ is not separated from the faulty union set ﬁ}"v, ie.,

RV A ﬁ}”v #+ ¢.Since the set-separation conditions are not guaran-
teed, the invariant set-based method cannot be used for guaranteed
robust FDI in this case.

We further check whether the two ordinary SUIOs satisfy the
set-separation conditions in Theorem 5. The results of the first one
for the faultsin the actuators 1 and 2 are displayed in Fig. 4 and those
of the second one for the faults in the actuators 2 and 3 are shown
in Fig. 5. We take Fig. 4 as an example for illustration. The four
subplots on the left side of Fig. 4 show the results on whether the
healthy and faulty residual sets are separate from each other when
the actuator 1 is faulty while the actuators 2 and 3 are healthy. The
right side corresponds to the situation that the actuator 2 is faulty
while the actuators 1 and 3 are healthy.

According to Fig. 4, we can find that for the first ordinary SUIO,
the set-separation conditions are only satisfied under the situation
that the actuator 1 is faulty while not satisfied when the actuator
2 is faulty. Similar analysis can be done for the second ordinary
SUIO. According to Fig. 5, it can be found that the set-separation



Actuator 1 Actuator 2
[ Hi
001 0,005 0 0 0005 001 0015
| [ [P
.Rf WR(2)

000300020001 0 0001 0 0002 0004 0006

2

BR0) ‘
‘.Rf(g i

0.005 0.01 0015 -0.01 -0005 O

0
= -‘ m e

-0.01 -0.005 0 0.005 001 0015 002

Fig. 6. Set-separation results of the optimal SUIO 1.
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Fig. 7. Set-separation results of the optimal SUIO 2.

conditions of the second ordinary SUIO are only satisfied under the
situation that the actuator 3 is faulty while not satisfied when the
actuator 2 is faulty. Based on the analysis above, we can conclude
that the two ordinary SUIOs without the design of optimal paramet-
ric matrices cannot be used for the implementation of guaranteed
robust FDI since they do not satisfy the set-separation guaranteed
FDI conditions.

Finally, let us verify the set-separation conditions of the optimal
SUIOs 1 and 2. The set-separation conditions of the optimal SUIO
1 for the faults in the actuators 1 and 2 are shown in Fig. 6. The
set-separation conditions of the optimal SUIO 2 for the faults in the
actuator 2 and 3 are shown in Fig. 7.

Taking Fig. 6 as an example to illustrate the set-separation
results, the four components of the healthy residual set R and the
faulty residual setﬁf (fault occurred in the actuator 1) are displayed
in the four subplots on the left side of Fig. 6. We conclude that the
set-separation conditions are satisfied when the fault occurred in
the actuator 1, i.e, R N Ry = ¢. Similar analysis can be obtained
from the right side of Fig. 6 when the actuator 2 is faulty. Therefore,
the set-separation conditions of the optimal SUIO 1 for the faults
occurred in the actuators 1 and 2 are satisfied. Analogously, the set-
separation results of the optimal SUIO 2 for the faults occurred in

Table 3
Fault signature matrix.

Faults Optimal SUIOs
1 2
In Actuator 1 1 0
In Actuator 2 1 1
In Actuator 3 1
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Fig. 8. FDI results of the fault in the actuator 1.

the actuators 2 and 3 are shown in Figs. 7, and we can find that the
set-separation conditions of SUIO 2 (i.e., R N ﬁf = () are also satis-
fied for the faults of the actuators 2 and 3. In conclusion, compared
with the optimal SUIOs 1 and 2, neither the invariant set-based
method nor the ordinary SUIOs 1 and 2 satisfy the set separation
based guaranteed FDI conditions, which also illustrates the advan-
tages of the proposed optimal SUIOs in the aspect of guaranteeing
the set-separation conditions. Moreover, since the set-separation
conditions of the invariant set-based method and the ordinary
SUIOs are not satisfied, they should be directly excluded and con-
sequently we choose the optimal SUIOs to illustrate the following
robust FDI procedure.

According to the set-separation results, we can obtain the fault
signature matrix presented in Table 3. By observing the fault sig-
nature matrix, it is known that the faults in the actuators 1,2 and 3
can be distinguished from each other because any two rows in this
signature matrix are different from each other, which is guaranteed
by the proposed FDI method.

For all the three fault scenarios above, we consider that from
k=0 to k=99, the four tank system operates in healthy situation,
while from time instant k=100, the faults occur in the correspond-
ing actuators. The FDIresults of the fault in the actuator 1 are shown
in Fig. 8. The four subplots correspond to the four components of
the residual set. The region between two red lines represents the
residual set of SUIO 1, while the region between of two blue lines is
the residual set of SUIO 2. We can find that from time instant k=0
to k=99, the origin 0 always belongs to the residual sets ﬁ,]( and ﬁi,

ie,0 ¢ ﬁ,l and 0 e ﬁi. Therefore, we consider that the four-tank
system operates in the healthy situation from k=0 to k=99. From
time instant k=100, we can find that the origin 0 no longer belongs
to the residual set ﬁ}(, ie, 0¢ ﬁ}(, which means that the actua-
tor fault has occurred in the system. Moreover, the residual set ﬁﬁ
always contains the origin 0, i.e.,0 € ﬁi, during the whole stage of
system operation. The FDI results of two optimal SUIOs match the
first row of the fault signature matrix of Table 3, which indicates
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Fig. 9. FDI results of the fault in the actuator 2.
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Fig. 10. FDI results of the fault in the actuator 3.

that from k=100, the fault occurred in the actuator 1, while the
actuators 2 and 3 are still healthy.

The FDI results of the actuator 2 are shown in Fig. 9. We see
that the origin 0 is contained in ﬁ,l< and ﬁi from k=0 to k=99,
ie,0 ¢ ﬁ,l and 0 ¢ Ez, which indicates that the system is healthy.
However, from k=100, neither El nor ﬁi contain the origin 0, i.e.,
0¢ ﬁ,i and 0 ¢ ﬁi, which means that the system operates in the
faulty situation. The FDI results of two optimal SUIOs match the
second row of the fault signature matrix in Table 3 from k=100.
Therefore, the fault occurred in the actuator 2, while the actuators
1 and 3 are still healthy.

The FDIresults of actuator 3 are shown in Fig. 10. Similar analysis
as shown in the previous cases can be done. The four-tank system

operates in healthy situation from k=0 to k=99 for 0 ¢ ﬁ,lc and
0c ﬁi, while the fault is detected at k=100 because the origin 0
no longer belongs to the residual set ﬁi, ie.,0¢ ﬁ%oo- However, the

condition 0 € ﬁ,l from k=100 is always satisfied, which matches
the third row of the fault signature matrix in Table 3. It means that
the actuator 3 is faulty, while the actuators 1 and 2 are still healthy.

7. Conclusions

This paper has proposed an invariant set-based optimal guar-
anteed robust FDI method, whose optimality is achieved by

considering two different layers. The first layer aims to design the
optimal FDI-oriented SUIOs. Moreover, in order to obtain FD guar-
antees, an invariant set separation-based FD condition is further
established for the proposed optimal SUIOs. The second layer con-
sists in sufficiently exploiting potentialities of the FDI scheme using
abank of observers. By making full use of the partitionings of control
and unknown inputs for the design of optimal SUIOs, a method to
obtain an optimal observer configuration is proposed, which allows
the design of a bank of optimal FDI-oriented SUIOs based on this
optimal observer configuration for robust FDI. As a result, the pro-
posed FDI method can reduce the effects of unknown inputs on
the FDI conservatism and simultaneously obtain FDI guarantees.
In the future, we will extend the proposed approach to consider
parametric uncertainties and LPV systems.
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